GateManager™ 5 Server model 9250
Installation STEP 2

for the GateManaaer Server Administrator

This document describes how to configure the Secomea GateManager
server with the minimum of configuration.

The intended audience for this document is the GateManager Server Admin-
istrator.

Version: 2.0, 2013
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Prerequisites for configuring According to this
Guide

This guide will assist you to configure the GateManager with the minimum of
settings, and which typically will be sufficient for running in production.

Prerequisites:

= The GateManager has been installed according to the document:
GateManager 5 Server model 9250 STEP 1 by the IT department or a
person with IT authorities.

= Make sure that the following information is at hand before configuration
can be started. This information should be provided by the person that in-
stalled the server according to the STEP 1 guide:

GateManager Info

Required information about the GateManager installation

<GM Address>:

The public identification that the
GateManager can be reached on from the
Internet and which Secomea uses to cre-
ate the Software License Dongle
(SoftDongle).

It is either a static IP address or a Fully
Qualified Domain Name (FQDN).

FTP Backup share Credentials 1P:
FTP dir.:

Name:

Password:

(*) It is optional, but highly recommended, to set up backup against a FTP
server. Refer to Appendix A for more information.
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Related Documents

The following guides are available from the Secomea partner website —
WWww.secomea.com

= GateManager 5 Server Installation STEP 1

Describes the installation of the server performed by the IT
department.

= GateManager 5 Server Installation STEP 2 (THIS GUIDE)

Describes the necessary steps to configure the GateManager to
become operational and to setup backup. The guide is intended for
the appointed GateManager Server administrator.

= Customer and License Administration (for Secomea Distributors)

The daily process of creating a new BASIC Free or PREMIUM
users and how to manage LinkManager licenses.

See also Appendix D of this document on how the Distributor
license can assist with EasyService maintenance logistics.

= GateManager5 PREMIUM Domain Administration

This gives an overview of the daily administration tasks, such as
organizing accounts and devices in domains, provide specific
access to specific equipment, creates Alerts etc.
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1. Login and perform basic configuration

This section will focus on configuring the minimum settings required to make
the GateManager server fully operational.

In the following, we will refer to settings like <GM Address> or FTP server
credentials from the previous GateManager Info table.

1.1. Login to GateManager for the first time

To complete the next section we assume that you can connect to the
GateManager Public IP address (private/local IP address can also be used).

We recommend the web browser Chrome for best user experience, or alter-
natively Firefox or Safari. Microsoft Internet Explorer (minimum version 9)
can be used, but Microsoft web browsers are generally inefficient for inter-
preting java script.

1. Launch the GateManager with the following url:
https://<GM Address>/admin
Default credentials are:
User name: Administrator (capital A)

Password: gatemanager

m (GateManager

€« C' | & beas /T o e admin w A

Administrator Login

() certificate:

(5) User name: | Administrator

Password:
sechmea
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2. When logging in, a splash screen will inform about the general server's current

status:
| Tree Files Licenses Server My Account About Logoff
-
ST ELEe | (&= &-roor
53 & ROOT Domain Activity Accounts Licenses Appliances Alerts Actions

Messages Relays Reports Audit

¢ ] N

. Trial Mode - No GateManager License installed
L. GateManager Soft Dongle missing.

B using GateManager Trial TLS Certificate

luse | Appliances total on |Agent

& Using default Appliance Launcher password. ntean0 2 1

£ Last Server Backup failed.

< >

v

W GoteMaonager sechmea

®100% ~

= Trial Mode. This indicates that the GateManager does not have a

unigue TLS certificate installed. The GateManager will be fully func-
tional.
Installing a TLS certificate will give your GateManager a unique identi-
ty which increases the security, as your SiteManager will then be
bound to this server and fully prevent man-in-the-middle attacks
through identity spoofing.

= GateManager Soft Dongle missing. This means that the
GateManager is running in DEMO mode. In DEMO mode the
GateManager supports one LinkManager one LinkManager Mobile
and two connected Appliances (SiteManagers or TrustGates). It is not
allowed to use GateManager for production purposes in DEMO mode.

Installing a Soft Dongle will remove the LinkManager limit, and in-
crease the max number of appliances limit (see Section 3 on page 16
for more info on ordering licenses).

® Using default Appliance Launcher password. The backend system
also called GateManager OS is still using default password. This
password only used by the Appliance Launcher and which can only
access the GateManager OS by broadcast from the local network. Still
it should be changed to prevent unintended access. (Menu: Server >
AL Password).

= Last Server Backup failed. The backup has not been configured yet.
See APPENDIX A, Setting up Backup.

1.2. Optionally upgrade GateManager to the latest version

It is a good idea at this time to check if there is a newer GateManager
firmware version available (check the current version in the About section,
and check the Secomea website for a newer version).

A new GateManager version may include the latest bug fixes, support for
new appliance types etc.

Refer to APPENDIX C, Upgrading GateManager firmware for details.

GateManager™ 5 Server model 9250 Installation STEP 2
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2. Configuring GateManager environment settings.

To make the GateManager fully operational, you must configure the follow-
ing minimum settings into the GateManager:

= Define a Server Name and web browser title
= Enter/verify the primary DNS

= Public IP address and/or DNS name that is port-forwarded to the
GateManager.

= Setup and verify email relay settings.

= Create a new Server Administrator account and/or change the adminis-
trator account (new password and enable certificate). Also consider
making a new server administrator account for access by your Service
Provider.

2.1. Define a Server Name and Browser Title
1. Login with the default administrator account

2. Select Server > Config, and select Edit for the Basic Setup section.

l Tree Files Licenses ' My Account About Logoff J
Status Log Certificates Routes Tools Backups AL Password _J

-

GateManager Configuration

Basic Setup

Server Name:
Server Browser Title:

Server License Identity:

m

Server Serial Number:  |0250:00:0C:20:06:AF:DD

1. Enter a unique name for the server, and the information that should be
displayed as browser name when accessing the server using the
GateManager Administrator web portal and LinkManager Mobile. Select
Save.

l Tree Files Licenses Server My Account About Logoff
|

Status Log Config Certificates Routes Tools Backups AL Password J

GateManager Configuration

Restart server: D

Basic Setup

Server Name: AcmE_GMUIl
Server Browser Title: Acme GateManager 01

Server License Identity:

m

Server Serial Number:  |0250:00:0C:20:08:AF:DD

GateManager™ 5 Server model 9250 Installation STEP 2 Page 7 of 31

sechbmead



2.2. Enter/verify the Primary DNS server

The GateManager will need access to a DNS server, in order to resolve the
external hostname of itself (if used), and for resolving the mail relay server
and NTP server.

1.

Under DNS and NTP Settings, ensure that there is a valid DNS server
entered. If the GateManager is receiving its WAN address by DHCP, this
will be automatically populated with the DNS received from the DHCP

server.

[ Tree I Files I Licenses | Server _ My Account | About I Logoff J

Status Log

Config l Certificates ] Routes I Tools I Backups | AL Password ﬁ

GateManager Configuration

) A

» Basic Setup

» WAN (Public/Private) Interface Satup

» LAN Interface Setup

DNS and NTP Settings

DNS:

ALY l [172.16.16.1 ]

Secondary 0.0.00

DMS:

Private

Master 0.0.0.0

DNS:
Mastar
DMS
Domain:
Mastar
DNS
Subnets:

Dynamic
DNS
Service:
Detact Nat
Prasence:
Dynamic
DNS

Hostname:

Dynamic
DNS
Userid:
Dynamic
DNS
Password:

Disabled

2.3. Enter the Public Hostname or External Public Address

A\ Be aware that the Public Hostname or IP address is encoded into the
Soft Dongle License and changes to these settings may invalidate the Soft

Dongle.

»

m

NOTE if no Public Hostname (FQDN) has been assigned to the server then
you must enter the Public IP address in both fields.

1. Under WAN (Public/Private) Interface Setup Enter the Public IP address

A\ Do NOT select Restart Server yet!

and/or the FQDN (Full Qualified Domain Name) for this server and press
Save.

-~

m

E Tree 1 Files | Licenses | Server _ My Account | About | Logoff J

Status Log

Config | Certificates | Routes. 1 Tools | Backups | AL Password ﬁ

GateManager Configuration

Restart server: l:l

¢ Basic Setup

WAN (Public/Private) Interface Setup

WAN External

Mode: DHCP El Public [gm.acme.com

1= Hostname

Address: 172.16.16.245 External |

Subnat Public 80.8.80.8

e 255.255.255.0 e

Default Exte!'nal

Gateway: 172.16.16.1 Public

Eth + Mask:

erne PO

Settings: Autonegotiation =]
Public GTA

WAN RX

Bandwidth: kbps Part 55000-59939
range:

WAN TX bps

Bandwidth: L

»

m

-

m
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Possible error messages when saving:

= |f the system reports Unknown hostname it can be related to the fact
that no DNS server has been configured, or the DNS server is not
working. In this case you will have to contact the IT administrator re-
sponsible for the GateManager installation and or see the menu DNS
and NTP Settings.

Status Log Config ] Certificates T Routes I Tools T Backups T AL Password _

-

GateManager Configuration
ERRORS IN CONFIGURATION -- NO CHANGES SAVED

ext_public_hostname: Unknown hostname: "gm.company.com’

Edit

} Basic Setup

| WAN/LAN (Public/ Private) Interface Setup

WAN External FPPoE Usg =

Mode: DHCP [+ ] public | \I Nams: 3
Haostname:

e (EZACATT T P

Addrass:  [17218.16.87 External Password:

Subnet et [ ] PPPOE
Mask: G Address: Authentics

A GoteMonager sechmea

el L T o E - | = | o)
Status Log Config I Certificates I Routes I Tools T Backups T AL Password _

|

GateManager Configuration
Edit
» Basic Setup

» WAN/LAN {Public/Private) Interface Setup

' ~ DNS and NTP Settings |
Pimary 7315161 Dynamic
DNs: DNS Disabled |~

Service:
Secondary 0.0

i GaoteMaonager sectmea |

You can use the Tools menu to speed up the troubleshooting process

[ Tree T Files T Licenses I Server _
[ Status T Log T Config T Certificates T Routes m

Trace and debug tools

Host: |gm. .com |P0rt: | |

[Trace Route | [TCPFing ] [uDPPing

2. When the settings are correctly configured, select the “Restart now” button.

[ Status T Log I Config ] Certificates T Routes T Tools T Backups T AL Password -
GateManager Configuration

** Changed parameters pending reboot to take effect (active parameter is shown in red)

r Basic Setup

3. The GateManager server will restart, it will take less than a minute.
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[ Status T Log I Config ] Certificates T Routes T Tools T Bach

SERVER RESTARTING! PLEASE WAIT...

[EEm )

2.4. Enter Mail Relay settings.

The ability to send email is absolutely essential to the GateManager!

1. Enter the Mail Settings section and fill in an Mail Relay Host, contact
your IT administrator or you ISP for necessary information.

[ Status T Log I Config ] Certificates T Routes T Tools T Backups T AL Password _

GateManager guration
Restart server:

¢ Basic Setup

» WAN (Public/Private) Interface Setup

» LAN Interface Setup

» DNS and NTP Settings

» Go To Appliance [ Relay Settings

» Server Backup

¢ Account Settings

¢ Alert Settings

Mail Settings

Mail Relay
Host:

[smip.fullrate. dk |

Authentication
User:

P
Password:

Mail Relay

uses TLS:

Enable STMP =

Cebug:

Test Mail

E-mail:

L 1]

2. Verify that you can actually receive mails from the GateManager, by us-
ing the Test Mail feature found in the Mail Settings section.

| Mail Settings

Mail Ralay

Host: |smtp.fu|lrate dk

Authentication
User:

Test Mail

Authentication
Password:

Mail Relay

uses TLS: H
Enzble STMP

Debug: D

|juhn@acme.cﬂm|

GateManager™ 5 Server model 9250 Installation STEP 2
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3. The resulting email would look like this:

GateManager Mail Test message nbox  x & |
GateManager <dao-not-reply= 10:30 AM (0 minutes ago) - v
to me [+
Hello

This is a GateManager Mail Test message
The quick brown fox jumps over the lazy dog
0123456789

8607 62440 send ADA

Best Regards

GateManager Server Administrator

HINTS:

= |f you are establishing a dedicated relay server for the GateManager
instead of using your existing corporate relay server, your emails
could be rejected. Try sending to a Gmail or hotmail account, and also
check your Spam filter.

= |If you cannot get access to your corporate SMTP server, you can use
web mail services such as Gmail or Hotmail/Live-mail as relay. The
following example uses Gmail (you will need to have a mail account
on the mail server, and the relay port 587 must be open outgoing in
the corporate firewall)

Mail Settings

Mail Relay
Host:

Authentication|[
User:

tp. il.com:387 .
e TP amar.com Test Mail

jehnl4459&gmail.com

E-mail:

Authentication|
Password:

Mail Relay TLs1 El Send Mail
uses TLS: —

Enzble STMP
Debug: I:l

NOTE: The email to the recipient will show the email account of the
Authentication User as sender (in this case john14459@gmail.com)
for all emails sent from the GateManager. Also it has not been verified
if using e.g. Gmail for large volumes of emails would cause problems.
So using such public mail services should only be used as an interim
solution.

4. Configure the Account Mail From option

Find the “Account Settings” section and configure the “Account Mail From”
option. All account and alert mails will use this option.

If you don’t specify a mail domain the system will append the server host
name as mail domain.

Examples:
- GateManager <no reply>  >GateManager <no-reply@<hostname>>

- GateManager ->GateManager@<hostname>

- gm@companyABC.com 2>gm@companyABC.com
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2.5. Setup Server Administrator account(s)

It is highly recommended to change the default Server Administrator account
password (gatemanager), to something stronger. It is also advisable to ena-
ble two factor login for the account by changing Authentication from Pass-
word to X.509.

However, if the account is changed to use X.509 certificate, and the certifi-
cate is lost (e.g. it could be discarded by the email server that receives the
email with the certificate attachment), you would lock yourself out of the
server completely. Therefore it is highly recommend to create a new Server
Administrator account, before changing the default account.

The following explains the necessary steps:

1. Select the Tree tab, and enable viewing of user accounts, by clicking the
account icon so its background turns light blue. You will now see the ac-
count that you are currently logged in with displayed with a green back-

ground.
E Tree Files Licenses Server My Account 1 About | Logoff J
o%éﬂﬁu& ¢/ = d&h-ROOT
-
IJ:-'— ROOT [ Domain Activity Accounts Licenses Appliances
[ ~TinyClients
QAdministrator[J Alerts I Actions I Messages I Relays I Reports ] Audit

Customer Domain Overview -- FREE

Domain name: ROOT
Domain token: El e;
EzsyService Lewvel: iy

Click on the Administrator account, and insert your own name and email
for the account. Select Save.

E Tree 1 Files | Licenses | Server _ My Account 1 About | Logoff J
E I wli=N L & = R - Administrator - dragto join: §y

E—SEJO_IT E Account | Joined Domains | Audit d
~TinyClients
[‘ﬂ Administrator (J *

Account

Administrator
Name:

Account

Server Administrator
Raole:

Default [=]

Account
Language:
Description:

Group )
Member: ¥

Person

Name: John Doe

Email: lohn@acme.com

Change Password
-
«|

m | +

WA GoteMaonoger secdmea
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create a new account:

e EsEe ¢

Domain

Activity

Standing in the Root domain, select Accounts and click the plus sign to

¢ || &h-rROOT

Accounts Licenses Appliances

=8 & ROOT [FE
aAdministrator

Actions

Messages T Relays T Reports T Audit

5= @)

account

e b4 T

selected 0 of 1

- Last
R R e R R

B L Server IR
[ @) Administratar () hkk@secomea.com Sorer Zg s 172.16.16.
4 [T} | +
3. Fill'in the following minimum settings:
Tree Files Licenses Server My Account About Logoff
Bt ERH 4 Ee & QA e+ 8 Newsccoun
O oo o
- BT
Admlmstrator@
s s (e ) \
geount (Tserver adminisveror [<]
Account
Lengunae:

Description:

Group
Member:

[ 9

Person
Mame:

Email:

‘Juhn Doe

Johnd®acme com

Mobile:

Parson Info:

Diszabled:

Last Lagin:
Created:
Renewed:
Expires:

Duration:

Message:

Auto-Disable: ]

2013-12-18

Authentication || ¥.500 Certificate (with password) I

Permanent vI

Mail Template: | Use default [» |

Zip Format:

Repeat:

New password:

A GateManager sectbmea
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4. In the mailbox of the email you entered, you should now receive an
email with the certificate attached

GateManager X.509 Certificate for JohnDoe on Acme_GMO01 = B
Inbox  x
John Doe <John@acme.com= & 12:11 PM (0 minutes ago) - x
to me [+

Hella John Doe

This mail contains a new X509 certificate for the Secomea GatelManager administrator login.
The password associated with the certificate will be informed to you verbally or in a separate
mail.

Save the attached file, JohnDoe.gme. in your Windows "My Documents” folder.

Follow this link to the GateManager administrator login screen: hitps /172 16.16.246/admin
LA prsorprasnd A brakaars s e e Thaloripacrrep il as e

Best regards

JohnDoe.gme /

D 4K Download

5. You now have a backup Server Administrator account, and you can
safely change the password of the default Server Administrator account,
and also enable X.509 authentication for it, or you could even disable or
delete it.

A\ DO NOT LEAVE THE DEFAULT ADMINISTRATOR ACCOUNT
WITH THE DEFAULT PASSWORD, AS YOU WOULD RISK UNWANT-
ED ACCESS FROM THE INTERNET.

Also consider creating a new Server Administrator for your
GateManager Service Provider, in case you want remote support for ad-
ditional setup of the server.

2.6. Change password for Appliance Launcher (AL) access.

Select Server and AL Password, and define a new password.

l Tree Files Licenses [5er~.erh My Account

l Status Log Config Certificates Routes Tools Backups AL Password L

Change Appliance Launcher Password

New password:

Repeat password:

[ Confirm Password Change | | Cancel |

Note that this is only for preventing un-authorized access to the
GateManager network settings from the local network of the GateManager.

The password is not used for accessing the GateManager Administrator
web portal, but used only for accessing a limited web GUI for the embedded
OS on which the GateManager runs. All settings configurable by the Appli-
ance Launcher can also be configured from within the GateManager Admin-
istrator web portal.

GateManager™ 5 Server model 9250 Installation STEP 2 Page 14 of 31
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CONGRATULATIONS

If you have setup the GateManager according to the
previous sections the GateManager will be fully operational -
but for demo or trial purposes only.

For operating the GateManager in production mode, you
should install license certificates as explained in the
following section.

For an introduction to the basic operation of the
GateManager Administrator interface, refer to this guide:

http://info.secomea.com/premium

GateManager™ 5 Server model 9250 Installation STEP 2 Page 15 of 31

sechbmed


http://info.secomea.com/premium

3. Ordering licenses and setup order information

By default the GateManager is running in Trial mode, which means it sup-
ports only one LinkManager, one LinkManager Mobile and two connected
Appliances (Appliances being SiteManagers and/or TrustGates).

You will need to install a "Soft Dongle" to unlock the LinkManager and Appli-
ance limits, and allow the GateManager to be used for production purposes,
and you will need a TLS certificate to prevent potential man-in-the-middle at-
tacks.

1. Enter the menu Licenses

l Tree Files Server My Account About Logoff _J

Setup Customer ID

The Customer D is & text string that uniquely identifies this GateManager server.

Itis used by the server to generate a unique License 1D which identifies the server
when ordering licenses for this server. So, once defined, it cannot be changed.

Typical format is COMPANY-DEPARTMENT-NAME - £.0. Secomea-Hosting-GMO1.
Do not use national characters in the string, and limit it to max. 50 characters.

[Customer ID: (Acme-gmOl )

Notice: Server will restart when you press Sawve.

W GoteMaonager secomea

The First time you enter the menu you will be prompted to enter a Customer
ID that will give your GateManager a unique identification

Press Save and the GateManager automatically reboot.
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Tree Files

Licenses

Server

| Staws | Shortage | Install

Order

Order Licenses

2. Enter the menu Licenses = Order

My Account | About | Logoff ||

Fill in and submit the form below to order additional licenses for this GateManager Server fram your point of purchase.
Mote: A copy of the order will automatically be sent to all E-mail addresses entered in the order form.

Billing information:

Company{ Acme Inc

Address: | [Cateway 1

ZIP/Cityd 5000 | [Cipville o |

Country: | Denmark

Contact: ||Mr. % [Reset]
Email: pe&acme.com [E]

Crc: Tend copy to billing email.

Order Details:

4407-21377-275

18 23:36:17 .

munﬁ\g@mm&.wma

Send order to (GateManager Vendor):

Companyi/Secomes A5 I
Contact:
Country: [ Reset ]

E-mail: reica Ezacomas. com
Cc: icenseservicel@secomea.com

Order date: 2013-12-
Order ID:

My Order ref.}f 20134321
My name: Ir

My E-mail:

Comment:

@Order Server License (Soft Dongle)

Customer ID: Acme-gmd1

License ID:

hROXgWZOW316Zxc6v2 1 NzBx\"vPEh

@Order TLS Certificate

Heostname:

Company:
Diepartment:

City [Locality):
Country [State):
Country code (2 letters
E-mail:

Comment:

0

fm.acme.com

[Acme Inc

(CateManager

(Copenhagen

Denmark

DK

Eupport&acme.com

[Semver

Number of licenses ordered:

LinkManager Mobile Licenses: 1 pools of licenses
LinkManager Floating Licenses: £} poals of licens
SiteManager Embedded Basic {2 agents): pools of licens=
SiteManager Embedded Extended (5 agents): poals of licenses
SiteManager Embedded Extended (10 agents) pools of licenses

GateManager Supported Appliances:

@[ confirm that I have read the terms and conditions

See below for notes to this screenshot:

GateManager™ 5 Server model 9250 Installation STEP 2
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O Insert your own billing information here.

This information will be inherited by the order forms that GateManager ad-
ministrators on this server can use for ordering LinkManager licenses (they
can overwrite the information at the time of ordering)

® This information is default set to Secomea. If this GateManager was pur-
chased from a Secomea distributor, the information should be changed to
reflect the details of the distributor.

© Note that a copy of the order form will always be sent Secomea's license
registration server. The information is regarded confidential and will not be
disclosed from Secomea, except if needed to the entity specified in the
"Send order" to section. The information is used only for securing that
Secomea can cross reference the details in order to ensure creation of the
licenses with the exact information.

® This ID should be included in the formal order, and is used by Secomea to
match the order with the exact server information.

© This is your order details, and should include your company's order num-
ber (if you use such)

® The is the unique serial number of this GateManager installation. This in-
formation is used in combination with the Company information that was en-
tered when installing the GateManager (see the Stepl guide) to generate
the soft dongle.

@ This information will be encoded into your TLS certificate. The information
is inherited from the information you entered when installing the
GateManager (see the Stepl guide). Adjusting this information will not affect
the soft dongle information.

® The value of this field depends on the service agreement you will choose.
If in doubt, you should enter 25 (which is the entry level of the "Maintenance
Free" service agreement"). Otherwise leave the field empty, which will indi-
cate that you accept the EasyService maintenance terms. Refer to the price
list, or consult the representative of your point of purchase.

Selecting Send Order will generate a receipt. Note that you will receive a
copy of the order

| Tree Files Licenses Server

| Status Install Order

Order sent to licenseservice@secomea.com

Copies have been emailed to secomeastaff@gmail.com, x®acme.in.
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4. Installing licenses

4.1. Soft Dongle

Before a Soft Dongle has been installed, your License status will be as fol-
lows:

| Tree | Files I Licenses Iﬂ_ My Account I About I Logoff I

SERVER LICENSE MISSING

Please crder and install Serwer License (Soft Dongle) before preceeding.

Use the "Order” tab to order the Soft Dongle, and the “Install” tab to install it.

B GateMonager secomea

You will receive the ordered licenses by email. The license files may be
zipped, so you will need to unzip them first. The unzipped text file, contains

the license. Open the text file with e.g. Notepad. The license will look like
this:

BEGIN DONGLE LICENSE
yalHcPNuNudvepaE5Tc6gTMZI3T8kAgh
h1bINUs-c1pdn5tfQmE6Q-nrHLR2ic4b
NClta8BmGkBe4navWEph34wOezVx
END DONGLE LICENSE

3. Copy this license text, and logon to the GateManager server. Go to the Li-
censes Tab, and select Install. Paste the license into the textbox, and click In-
stall. When installing a Soft Dongle, the server will restart to activate.

[ Tree T Files ]m My Account T About T Logoff ]

Install Server License (Soft Dongle)

Customer ID: Acme-g=il [ Inwalid Server License ]
License ID: hEBOHgWEZOWS 1 EZxc vl NsBx Vv EER

FPaste license certificate here:

HWWHCgas4wSg SW2xngpu<4 L3 wyd 3 bDgkka

WIQDE 061 sAIbinSySahol - K5k 8 Zbwom

WVmiHE NioilLash2 7 ME= 2V Oe 1 U TEWIFWW

onRlAwT 2ET EPCWVe]

==============END DOMNGLE LICENSE================

Inctall and Restart
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4.2.

After the license upgrade your License status will look like this:

Licenses Used

& £ licenses

— = e 1 * O

S001:777 000001 GateManager: Max, Appliances 2 of S000

S001:342 SSL Client: Standard Pool Oofl =
S001:241 LinkManager: Standard Pocl 0Oofl =
S001:341 ff LM Mebile: Standard Pool Dofl =

The soft dongle will always include a max increase of max. appliances li-
cense upgrade according to the ordered GateManager maintenance agree-
ment.

Notice that the max. appliances will reflect the appliance upgrade number
included in the Soft Dongle. In this case the soft dongle is based on
EasyService terms indicated by a maximum of 5000.

If you have entered the "Maintenance Free" service agreement, you would
have started out with an Appliance license of 25. Upgrades can be pur-
chased separately, and are installed the same way. A max appliance license
upgrade, will have the following format:

YSNQIsPB26IKThl4ngNa2sbuByilddUz
Bm-eYuHYMgX391FwnD10-gYkhrhqjlWa
51sk-ZFI

TLS certificate.

When logging into the GateManager, you will now receive the following in-
formation:

E Tree 1 Files | Licenses | Server _ My Account | About I Logoff J
2% E S EHL S e @ = dh-roOT

E— Domain Activity Accounts Licenses Appliances
[ ~TinyClients
B Owner Server Administrator (Mr.X) Alerts I Actions I Messages I Relays I Reports ] Audit

(4,7 jhs.gatemanager.com - 64.95.64.2
ih n=g ¢ ] Customer Domain Overview -- FREE |~

[ Using GateManager Trial License]

m

4. Last Server Backup failed.
Appliance
GateManz

8230
4
LinkManager 1

SSL/VEN 1

< [ | +

'l 1 | »

W GoteManager secomea

The GateManager is fully functional, but "Trial License" indicates that it is not
advised to run the GateManager in production mode, as it may be prone to
man-in-the-middle attacks.

Subsequent to the information you entered in the order form (item @), you
will receive the TLS certificate files generated by Secomea in a ZIP file
called e.g. gm-tls-cert-042F.zip.

1. Enter the menu Server --> Certificates and scroll to section TLS Certificate.
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[ Tree T Files T Licenses I Server _ My Account T About T Logoff I

[ Status I Log I Config I Certificates I Routes I Tools I Backups I AL Password -

Server Certificates

Local CA Certificate - Installed %

The local CA certificate and private key
are used to authenticate user accounts
created on this server.

It is nermally created when yeu install or
upgrade the GateManager serwver.

RARARRRRANARNANANA

TLS Certificate - Using Trial
license certificate

The TLS certificate and private key are
used te authenticate appliances {e.g.
SiteManagers) connacting en this sepver.
The GateManager comes with a Trial
certificate shared by all freshly installed
GateManager servers; please contact
wour

Secomea representative te cbtain a
unique TLS certificate for your
GateManager server {or serwvers).

Once the unigue TLS certificate has been
installed, any SiteManager connecting to
wour server will be locked to your
serwver(sl, which ensures that nocne can

hijack your Site Mﬁlagers.

L4

B GoteManager sechmea

2. Select Install and upload the zip file (you should NOT unzip the file prior to the

upload).

[ Tree I Files I Licenses I Server — My Account I About I Logoff I

[ Status I Log I Config I Certificates I Routes I Tools I Backups I AL Password _

[

TLS Certificate - Using Trial
license certificate

The TLS certificate and private key are
used to authenticate appliances (e.g.
SiteManagers) connecting on this server.
The GateManager comes with a Trial
certificate shared by all freshly installed
GateManager servers; please contact
wour

Secomea representative to obtain a
unigue TLS certificate for your
GateManager server (or servers).

Once the unigue TLS certificate has been
installed, any SiteManager connecting to
wour server will be locked to your
server(s), which ensures that noene can
hijack ycur SiteManagers.

s

Install TLS Certificate

Upload cert (max 47 | [V=gil] omtscer-0sa7zp |
MB]: Cancel

You will need to restart the server for this change to take effect.

B GoteMaonager sectmea

If successful you will receive the message:

Siden pd https://172.16.16.87 siger:

Cert gm-tls-cert-0487.zip unpacked
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The TLS certificate is now installed:

Crree Tetes T ticemses T server |

E Status | Log | Config | Certificates | Routes | Tools | Backe

wou delete the Legacy CA ce‘rtificate. &

TLS Certificate - Installed ¢

The TLS certificate and private key are

used to authenticate appliances (e.g. F
SiteManagers) connecting on this server.
The GateManager comes with a Trial
certificate shared by all freshly installed
GateManager servers; please contact
your

Secomea representative to obtain a
unique TLS certificate for your
CateManager server (or servers).

Once the unique TLS certificate has been
installed, any SiteManager connecting to
wour server will be locked to your
server(s), which ensures that noone can
hijack your SiteManagers.

m

4.3. Web Server Certificate (Optional)

The GateManager is now fully functional, but you will notice a https security
warning in your browser address bar when logging in (& bt#es//). This is be-
cause the local CA certificate that is auto-generated for this GateManager
installation is used as Web server certificate, and is not signed by a publicly
recognized certificate authority.

[Cree Tries T vicenses Tserer I vy Accoun | avous | osorr |

E Status I Config I Certificates | Routes | Admins 1 Advanced —

-

Server Certificates T

Local CA Certificate - Installed ¥

The local CA cgrtificate and private key are
used to autherfficate user accounts created
on this server.

It is normally d@eated when you install or
upgrade the eManager server.

Web Server Certificate - Using
local CA certificate

The Web Server certificate and private key
are used to authenticate your server when
accessing the server from a browser

with the HTTPS protocol. If you don't use a
‘Web Server Certificate issued by a publicly
recognized certificate authority,

the browser will issue a 55L warning of
some form, warning users that the identifiy
of your CateManager server cannot

be validated.

WA GoteMonager secdmea

By acquiring a certificate generated by a certified authorization service pro-
vider (such as Verisign or Geotrust), you will eliminate this security warning
for the GateManager web login (The address bar will then indicate some-
thing like this: | £ Scomes A5 DK https.//)

Note: When you apply for a certificate by the authorization service, the
FQDN you provide as the GateManager's FQDN must match exactly the en-
tire FQDN configured in the GateManager.
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APPENDIX A, Setting up Backup

This section will guide you through the basics of setting up a FTP backup.

Backup will ensure that you can recover GateManager data including the da-
tabase and the GateManager settings/licenses. This does not include a
backup of the appliance firmware in the Files section.

Note: It is advised to take a backup of the server host once and for all. Stop
the GateManager virtual machine and take a copy of the images (a so called
“year-0" copy). In case the entire GateManager server need to be restored
you just have to restore the “Year-0" copy and restore the data-backup
(More details on restoring a “year-0" backup can be found in the STEP1
guide).

Prerequisites for backup of the GateManager server:

FTP credentials with reference to the GateManager Info table

FTP Backup

An advantage of a FTP backup is that the FTP server does not have to be in
the same location as the GateManager server and thus subsequently repre-
sents an additional security measure in the event the server physically dis-
appear.

1. Select Server & Config and expand the Server Backup section.
Fill in the FTP settings according to the information. Press the [Save] button.
It is not necessary to restart the server.

l Tree Files Licenses Server My Account About Logof

l Status Log Config Certificates Routes Tools Backups AL Password

GateManager Configuration
Restart server:
Basic Setup
WAN/LAN {Public/Private) Interface Setup
DNS and NTP Settings
Go To Appliance / Relay Settings

Server Backup

Daily > FTR 7
Backup Backup
b UTC [0..22]

FTP Host: [182.168.100.200
Keep lacal 3 ETP -
backups days Directory: o
FTP User: acmebackup

FTe .
Password

Trouble shooting backup

When a FTP backup is configured (see chapter 0) a backup to the FTP
server will be scheduled to run at 04:00 every night. For testing you can per-
form a manual backup as shown below.

1. Select Server = Status and press the [More] button to see the latest backup
log. Press the [Backup] button to manually start a backup process.
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[ Tree I Files I Licenses I[Server]_ My Account I About I Logoff l

l[ Stalus]l Config I Certificates I Routes I Admins I Advanced —
~

GateManager Status

Server time: 2012-06-1% 16:44:52 (14:44:52
Last backup: 2012-06-13 16:44:36
Database Usage: [N
Cstabase Mamory: 250 MB
Catabase Storage: 1161 KB
Firrmware Storage: 7 ME
Audit Log Storage: 2 ME

Domains: 1057
Accounts: 454
Appliances: 3612
Alarts: 3
License Pools: 7
Messages: ]

[ Refresh ] [ Compact ] [ Backup ]I[ More == ]I

ast Hackup Lod

Current audit log dishk usage: 2 ME (8 months)
Removing backups older than 3 days

Start Backup backup/gm. 2012-05-13-14:44:23 tgs: Wed Jun 13 16:44:23 CEST 2012

Eachup done: —rw-r——r-- 1 root root S76Z805 Jun 13 16:44 backup/gm.Z0lZ-06-13-14:44:23.tgz
Start backup export

Start Exporting Backup. ..
e . ey L

-
Copy/FTP to 172.16.15.11: farrayl/fepbackup/oml72/daily-1.toz
FTP Backup succesdsd

Exporting Backup Done: Wed Jun 13 16:44:36 CEST 2012

System processes [

[i] ) ] [l]

A GoteMonager sechmea

The Last Backup Log will show a potential error info in pseudo human text.

When the backup has finished it must show "FTP Backup succeeded" fol-
lowed by "Exported Backup Done".
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APPENDIX C, Upgrading GateManager firmware

There may be a newer version of the GateManager server, than the one provid-
ed in the virtual image.

Check the about menu for the currently running version. If a newer version exist
on the Secomea web site, you may want to continue with the following.

1. Select Files 2 Firmware and press the plus Icon

[ Tree lFiIesl Licenses ] Server _ My Account I About ] Logoff ]
[ Status I Firmwrare l Templates I Scripts I Logos I Plugins I Audit —

~

Firmware Repository

2 = (F)

* GateM Aol new Frmware

5

B GoteMonager sechmeq

2. Press Choose File and browse for the file: (v9250_xxxxx.ffs) and press Upload

[ Tree I Files I Licenses I Server _ My Account I About I Logoff I
| Status I Firmware I Templates I Scripts I Public I Logos I Plugins I Audit -

Fs

Firmware Repository

o &

Upload firmwara (max 47 MB)[ W=lg fil | v§250_13433 ffs l

Comment: | I [W]I[w]

¢ GateManager Firmware

i GateMonager sectmea

Wait for the firmware to be uploaded.

3. Select the Tree menu and click on the “Show Appliances” Icon in the top Icon-
list, and the GateManager server should be listed. In this example it is called
“‘gm.acme.com - ...."
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4. Press the [Upgrade] button

I Tree Filles. Licenses Server My Account l About l Logoff I
(B% s H b & e G e = B gmacmecom-172.16.18.57 in S ROOT
= 3 ROOT B2 I Appliance Alerts Actions Audit

[ # gm.acme.com - 172.16.16.87 gy
Name: gm.acme.com - 172,16,16,87 M
Product:  GateManager 9250
Serial: 9250:00:0C:29:9B:AF:DD
Created: 2013-12-18 20:04
Source IP: 172,16,16.87
Firmwars: gm:13381 oper:u9250_1338].

[1#7 GateManager GUI | - [ (e Debug Consale | - [3XDisable | [ Delete | [ (& Fing | E
Go To Devl:e (telnet)

Last 2013-12-19 13:09% ¢onds ago) Mext: 13:18:31
heartbeat: (in 04:13) &
Hostname: gm.acme.com
Public 1P: 172.16.16.87
Total: 2
Connected: 0 [
Appliances: 1
Device 7
Agents:
Device 0
Relays:

Server Relays: 0
LinkManagers: 0

5.

-

W} GateManager secémea

Press the [Upgrade] button next to the relevant firmware

I Tree I Files I Licenses I Server _ My Account I About I Logoff I

ASEIRECTTE
= 3 ROOT B
-

t:‘-\q-

gm.acme.com - 172.16.16.87

@ w3250_13381.ffs Build no. 13381 7103 KB2013-12-19

GateManager WM 9250:

Current

() v3250_13483.f= Build no, 13483 7181 KB2013-12-15 [Upgrade | |
[#| Reboot when firmware upgrade completes.

B GoteMaonoger sechmea

6. Upgrading the server will only take a few seconds and Upgrade in progress is

shown on the screen.

JQrararm 22 [y,

ENERREMCITE &

|| -

gm.acme.com - 172.16.16.87 in a ROOT

£ <3 ROOT B

[+ om.acme.com - 172.16.16.87

I Appliance I Alerts T Actions T Audit

MName: gm.acme,com - 172,16,16,87

Product: GateManager 3250

Serial: 9250:00:0C:29:98:AF:DD

Created:  2013-12-18 20:04

Source IP: 172.16.16.87

Firmware: gm:13281 oper:v9250_1332%) Upgyadempmgmss

=8 GateManager GUI | - [ Debug Console | - [Sx(Disable | [ Delete | [(=Ping] |_
Last 2013-12-19 13:09:17 (6 minutes 18 seconds ago) MNext:
heartheat: 13:18:31 (in 02:46) @

Hostname: gm.acme.coem

Public 1P: 172.16.16.87

Total: 2

Connected: 0

Appliznces: 1

Device o

Agents:

Device

Relays: o

| ;

=

M GateManager sectmea

7. After that the server is upgraded, it is advisable to logoff and login again, and also
click to refresh[F5] your browser cache.
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APPENDIX D. Distributor License for GateManager
Hosting Servers

About the Distributor license

The Distributor licenses is only used for a GateManager server of an ap-
pointed Secomea distributor, and where the GateManager is used as host-
ing server for the customers of the distributor.

The certificate allows the distributor to checkmark domains as Customer
Domains. Subsequently the customer will be able to see the EasyService
maintenance level on his domain (EasyService level is calculated based on
the number of SiteManagers, LinkManagers and Domain Administrators in
the customer domain)

On a monthly basis the administrator accounts in the customer domain, will
receive an audit report of contents of the domain. Concurrently the upper
level Distributor and Server administrators will receive a summary report of
all customer domains.

This report is used to calculate the customer's EasyService level according
to the Secomea pricelists.

You order the Distributor license by contacting Secomea by email and re-
guest the license for the GateManager that you have dedicated as hosting
server. There is no specific order form for the Distributor certificate.

Installing the license

You will receive the Distributor license by email. The license file may be
zipped, so you will need to unzip it first. open the text file containing the li-
cense. The license will look something like this:

E3ysAgERfJI49xrOxXxKWhgWdAOIACj XA
-49xrOxXxKWhqWdAOIACjXAE3ysAE3ys
-E3ysA

Copy this text, and logon to the GateManager server. Go to the Licenses
Tab, and select Install. Paste the license into the textbox, and click Install.
The license is now installed.
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Tree Files Licenzes @il Server

Install License

Customer ID:

License ID:

Paste license certificate here:
======BEGIN LICENSE UPGRADE:
E%ysAgERFI SO WhaWd AD L ACTA
-48xrCncxKWhqWdAD IAC KAE JysAE Jys
-Elysh

END LICENSE UPGRADE

Comment: |

Install 3

Using the distributor license features.

You can use the distributor license to select which domains are customer
domains.

This is done by selecting the domain and ticking the Customer Domain
checkbox in the right column below Domain Configuration.

EH 29 ROOT

e (O] A_LicenseContainer
7+ [ customer

7 =] demo

7 (O] gmaudit |I Domain Configurationl
¥ Sccouea|

[ (C] CompanyABC Customer Domain: [~
B (] Deme

[ (] SiteManager
[

[

[ Domain ] Activity ] Accounts T Licenses I £

b Domain Overview

T

1

|sEcomea

#- (] support

- &' TrustGate

— 3 Service (Sec-Service)
- & uc-Demo (dema)

Description:

Secomea Intranet Domain

*3 Domain Token: ROOT . SECOMEA
2 =
-8
— I‘.: Export Domain ; Import/Merge Domain
[ [ SecomeaStart
B (] test
[ (2] Throughput
- (] ~TinyClients.

This checkbox is only accessible if you GateManager Administrator account
is created with either the role Server Administrator or Distributor Admin-
istrator.

There is now a new "easyservice" selector for reports.

EasyService levels are shown next to the customer domain name in the tree.
and a report is sent on a scheduled basis to the upper level administrators.
The report looks like this:
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From: GateManager [do-not-reply @secomea. com] Sent: 1g01-09-20120
To:

Co

Subject: Secomea Monthly EasyService Report - Summary (KFS GMS Server: ROOT)

| Message | @Easysamce‘html (3 KB) asummary‘html (7 KB} @Llcenses‘html (3 KB)

Dear GateManager Distributor,

You receive this report because you are administrator of a domain that is subject to the Secomea EasyService licensing
terms.

This report will be sent on regular basis as a service to you, so you can keep track of the equipment that are covered
by the EasyService licensing model. EasyService level BRONZE and above are chargeable, and invoicing will be made
based on the below values and according to the price list of your point of purchase.

EasyService level: GOLD

Report: Monthly EasyService Report from
Date: 2012-09-01 00:00:00 CEST
Server:

Domain: ROOT

Description:

EasyService Counters and Levels

EasyService Item Current | FREE [JBRONZEN SILVER GOLD  PLATINUM
Total SiteManager Appliances 2 =100 =300 =500 =500 =500
Total LinkManager Liceneses _ £2 _ =6 8 =8
Total LinkManager Mobile Licenses a =4 =8 =16 =32 =32
Total Administrator Accounts o =2 =3 =5 >5 =5

Best regards,

Secomea GateManager Team

GateManager™ 5 Server model 9250 Installation STEP 2 Page 29 of 31

sechbmed



APPENDIX E. Recover lost Server Administrator
password

If you lose your .cer file, or forget the password to your Server Administrator
account, you can use a RecoveryAdmin user, to obtain access to a

GateManager Server Administrator. This requires access to the hypervisor
console.

1. Access the Virtual host using the vmware player, vSphere client or it us-
ing HyperV then the HyperV Manager and connect to the console.

2. Initiate the recovery procedure by typing

> recover

[EXT3-fs (sdbl): mounted filesystem wWwith ordered data mode
eZfsck 1.41.12 (17-May-2818)
devsboot: clean, 149984 files, 334-9969 blocks

lease press Enter to activate this console. pcnet32 BBBB:82:80.8 ethB: link up

>
he following commands are available:

recover Install recover admin account

reset Reset the configuration to factory default
reboot Reboot the appliance

status Show system status

ping Ping a target

lrecover

Created RecoveryAdMin account wWwith well-known password.

Remember to delete the account on Server > Status page as soon
as you have recovered the server adwministrator account.

3. The server has now created a recovery login. The account credentials
are:
Username: RecoveryAdmin Password: gatemanager

4. Now, you are able to change any user’s password, and resend their cer-
tificate. Once completed, delete the RecoveryAdmin from the Server >
Status menu:

Tree Files Licenses

Log Config Certificates Routes Tools Backups AL Password

Attention needed!!

i+ RecoveryAdmin account is installed| [ Delete
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Notices

Publication and Copyright
© Copyright Secomea A/S 2012-2013. All rights reserved.

You may download and print a copy for your own use. As a high-level ad-
ministrator, you may use whatever you like from the contents of this docu-
ment to create your own instructions for deploying our products. Otherwise,
no part of this document may be copied or reproduced in any way, without
the written consent of Secomea A/S. We would appreciate getting a copy of
the material you produce in order to make our own material better and — if
you give us permission — to inspire other users.

Trademarks

SiteManager™, LinkManager™, GateManager™ and TrustGate™ are
trademarks of Secomea A/S. Other trademarks are the property of their
respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this document and to
the products described herein without notice. The publication of this docu-
ment does not represent a commitment on the part of Secomea A/S.

Considerable effort has been made to ensure that this publication is free of
inaccuracies and omissions but we cannot guarantee that there are none.

The following statements do not apply to any country or state where such
provisions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT WAR-
RANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE. SECOMEA A/S SHALL
NOT BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, CONSE-
QUENTIAL, OR OTHER DAMAGE ALLEGED IN CONNECTION WITH THE
FURNISHING OR USE OF THIS INFORMATION.

Secomea A/S
Denmark

CVR No. DK 3136 60 38

E-mail: sales(@secomea.com
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