Getting Started
GateManagers PREMIUM Domain Administration

This document helps you get started with Secomea’s hosted GateManager5
in relation to the GateManager 5 Domain Administration.

This guide assumes that you have worked with the GateManager5 FREE
BASIC start package and have ordered the GateManager PREMIUM up-
grade (Secomea part number 26777), and subsequently had your
GateManager administrator account upgraded with Domain Administration
features.

This document does not explain all the features and possibilities of the
GateManager Domain Administrator, but only the more commonly used fea-
tures for administering SiteManagers and LinkManagers.
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1. GateManager5 Administrator GUI FAQ

Q: What is the difference between the GateManager5 administrator GUI and
the GateManager 4 GUI?

A: The GateManager 4 GUI could only be accessed by the Java based
GateManager Console application. GateManager5 is accessed by an ordinary
web browser. Also GateManager 5 has been redesigned in every aspect. The
GateManager 5 GUI is more intuitive, faster and has improved with more fea-
tures.

Q: Can any browser be used for accessing the GateManager administrator
GUI?

A: Almost. The GateManager administrator GUI is using advanced Java script,
which should be supported by most web browsers. We recommend Google
Chrome, Mozilla Firefox, Apple Safari. Microsoft Internet Explorer is not recom-
mended due to slow and flawed processing of Java script. However, IE 9 and IE
10 should works, while IE8 will not. Note that on IE 9 it is also required that TLS
1.0 is checked in the advanced settings.

Q: Can | use my tablet or smart phone?

A: Yes. For Apple iPad and iPhone you may need to change your Administrator
account to use user name and password only, since it may not be possible to
store the x509 certificate onto the device. For newer Android based devices
such as Samsung, you can store the certificate on the device. Note that
drag’'n’drop by default is disabled when GateManager detects a browser on an
Android or iOS platform in order to prevent unintended reorganizing of contents.
This can, however, be enabled under the My Account menu and is stored in a
local cookie locally on the PC.

Q: Can | load the x509 certificate into my browser, so | do not have to browse
for it each time | login?

A: Yes. GateManager 5 uses a cookie to remember which file was used for the
last login.

Q: Can GateManager administrators at the same level change or delete each
other’s accounts?

A: Yes. We have chosen to allow this by design, in order to let administrators
help each other in case a password is forgotten. If you need to have an overall
administrator, you can decide to create a sub-domain structure in which you
create additional administrator accounts, and then have the initial administrator
account in the “root-domain”.

Q: | already have a GateManager FREE BASIC account. Do | need a new login,
for my PREMIUM account?

A: No, we will typically just upgrade your account profile on the server. Next
time you login you will notice that you have all the GateManager Domain admin-
istrator features applicable to the GateManager PREMIUM account.
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2. Firsttimelogin to the GateManager5 WEB GUI

1. When the administrator account was initially created for you, an email was
automatically sent to you. It would look like this:

GateManager X.509 Certificate for JohnJohn on Secomea YPNLAB GM5_ESXi
Gateldanager [admin@gatemanager]

Extra line breaks in this message were remowed.
s@f 05-02-2012 1157

| Message |[ __|dohnlohn.gme (3 KB) ] °

Hello John John

This mail contains a new X.589 certificate for the Secomea GateManager
administrator login.

The password associated with the certificate will be informed to you
verbally or in a separate mail.

Save the attached file, JohnJohn.gmc, in your Windows "My Documents"

folder.

Follow this link to the Gateganager administrator login screen:
http://136.226.216.167/admin |It is recommended to bookmark this page
reen will ask you to load the certificate

file and enter the password.

The certificate in this mail is issued to user "JohnJohn" in domain
"SecomeaVar” on server "Secomea VPNLAB GM5_ESXi".

Secomea appliances, such as a SiteManager that should be administered
by this account or by LinkManager users created by this account,

should be configured with the following GateManager settings:

GateManager Server: 130.226.216.167
GateManager Token: SecomeaVar

For more information please check www.secomea.com

Best regards o

O If the account was defined to use two factor security with x509 certificate,
the email will include the certificate as attachment. Save the certificate on
your PC in e.g. the “My Documents” folder.

® The email will include a link to the GateManager’'s DNS name and/or IP
address. Click the link to connect to the GateManager. Bookmark the link in
your browser.

©® The email is sent with the GateManager server as sender, while the
name in the greetings section indicates the GateManager administrator ac-
count that created your account. If you have not been notified about the
password associated with your account, you will need to contact this per-
son.
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2. Follow the link in the email to open the GateManager login screen, and
browse for the certificate you just saved.

\Vg

Administrator Login

@ Certificate: _Iuthuhn.gmc

(71 User name:

sechmeqa

Note: The GateManager administrator portal requires minimum MS In-
ternet Explorer 9, Apple Safari, Firefox or Google Chrome.

3. In your very first login, you will see an empty tree. You should consider
changing your password under My Account. Note that this will make the
GateManager server issue a new email with a new certificate. Your existing
certificate will subsequently be invalidated.

I — T

BE 8 HLEe s JER——
é’ alar

Domain | Activity | Accounts | Licenses | Appliances | Alerts | Actions | Messages

Relays

Domain Overview

Domain name: SecomeaVar
Domain token: ROOT . SECOMEAVAR

total on| Licenses  total on| Appliances total on  Agents total on
LinkManager 1 SiteManager  , ,  Device 11

1
3134 Hetp 11

» Domain Configuration
» Domain Settings

» Domain Logo

W GoteMonager secémea

Getting Started, GateManagerS PREMIUM Domain Administration Page 5 of 28

Version: 21 January 2013 I



4. In order to display items in the tree, you should click on the icons above
the tree. When an icon has a blue background it means the item is activated
and the associated objects will be shown in the tree.

The icon mouse-over message will indicate the function of an item.

The settings of the icons will be saved in a cookie on your PC and your
tree-view will be restored when you login again.

This will allow you to customize your favorite view according to the functions
you use most often.

s

o é-SecameaUar

/]

- Tadu [ Domain Activit

q] Secomeayar [LinkManag Hide online devices, leports
Double-click to show all online devices,
Qjcuhnju:uhn flakin Jakn)

i, Rose [Rose Andersen)
a7 Sited

= Secomealar

Domain Overy

Dromain name:
Domain token:

Accounts

3. SiteManager configuration backup
With GateManager 5 you do not need to setup configuration backup.

When a change is made to the SiteManager configuration, the GateManager
server will automatically make a new backup of the configuration.

You can view the configuration by placing the cursor on a SiteManager and se-
lect the Backup tab:

e —

= &7 - Sitedin gk Secomeallar

S EISE L e Q
Ii_'l- Secomealfar Appliance Backups Alerts Actions Auc
e | | I i
q‘ Secomealar (LinkManager #ha) 9 4 3 backups

a Johnjohn (John John)
5 Rose [Rose Andersen)

ock]

2012-02-0% 15:57:12 10982 = O )
2012-02-0% 15:55:19 10763 = L 2° |
2012-02-0% 15:53:24 10558 = O 4 |

Rehoot after restoring backup.

The GateManager will always store the 3 most recent configurations and over-
write the oldest. If you wish to maintain a particular configuration, you can select
the Lock function, which will prevent the configuration from being overwritten.

A useful feature is that you can use the scale symbol “ to compare differences
between two configuration backups.
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4. Accessing the Web GUI of a SiteManager

1. A SiteManager that has not been managed via the GateManager adminis-
trator GUI before will be marked with a red exclamation mark (!). Before you
can connect to the SiteManager's web GUI you need to attach it to the
GateManager.

You can either right-click the SiteManager and select Attach, or select At-
tach here in the Appliance tab.

l Tree
f_ . .
- gt - Sitedin Secom
SN ) & 3
= Secomealar l Appliance Backug
ql Secomeaiar (LinkManager #ha)
gh_luhn_luhn flohr JahA) B S
Y Product: SiteMan
Rose [Rose Andersen) _
Serial: 3134:0C
Created: z201z-0z
[ EEEY Printer Print 3100 (SiteA) - 172.16.15.172 - R
f . . _ _ -
lﬁ-;!!_! Printer Weh GUI [(Sited) - 172.16.15.172- 17 Firmware:  operiya

° [ [EF SiteManager GUI

Last heartheat:

Cevl port:
UPLIME port:
Uptirne:
Cateftime:

GateManager
Address:

Plugin: ‘

Darmain Token: ROOT Sen

o " Attach here

2. First time you select the SiteManager GUI button for a given device, you
will be met with a browser message saying that the certificate of the website
is insecure (wording will depend on the browser)

This is because the SiteManager certificate and the temporary IP address
to reach it, is not known by a public certificate authentication service. You
can, however, safely press continue to the message.

Safari can't verify the identity of the website "172,16,15,188",
I = The certificate for this website is invalid, You might be connecting to
| @ awwebsite that is pretending to be "172.16.15.188%, which could put
your confidential information at risk, Would you like to connect to
the website amaway?

[ Continue ] [ Cancel ] [ Show Certificate
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3. This will bring you to the configuration interface of the SiteManager.

SiteManager 3134 - Setup Assistant

1. GateManager: 130,226.210,167 Connected to 130,226, 21016780 [UPLINK)
2. uplink port: 172.16,15.109/24 (DHCP)  Up

3. DEV port: 10.0,0.1/24 [default]

4. Device Agents: 2 up

5. Admin Password: Using default password

You can open the Setup Assistant at any time by clicking on in the top menu.

Note: If you click on [EEEE it shows specific help for the current configuration page.
Flease consuft the online help as pour first step in solving setup problems.

Hint. Refer to the Secomea GateManager5 BASIC Guide for an introduction to con-
figuring SiteManager network settings and setting up Device Agents.

The guide can be downloaded from this location: http://info.secomea.com/basic
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5. Accessing the Web GUI of a LinkManager

1. When a LinkManager is connected to the GateManager server, you will see
a number of things:

E Tree

v = Q =5 + (5] |Q'SECt':”’”Eﬁ«'u'aLrI:Lihkru1e¢Lr'|e¢LgEr#L:..a,\]
MINENRESLE &/ A

Iél-a Secomealar E License | Joined Domains |

u 1 Secomeaar (LinkManager #hal
A it oty e o License: LinkManager #ba

457 siten
I:éjﬁ}f Pri

@7 Printerweb GUI [Sited) - 172.16.15.172- 1
S"' Rose [PC-Yision]

hnjah hn Jah I -
8 Johnjohn {john John] CHPLOn seramealar
[ Rose [Rose Andersen)
9 Flaating -_D free of 1
nter Print 9100 [Sitef)- 172.16.15.172 -

O Firstly a License will be pulled from the LinkManager license pool. The
"progress bar" of the certificate icon will show with red, how many licenses
are left. If all licenses of the pool is used no other LinkManager will be able
to connect until the currently connected LinkManager disconnects.

® The account icon of the connected LinkManager will get a light-green
background, which makes it easier to identify users that are logged in.

©® Simultaneously an "LinkManager appliance" icon will appear with a lap-
top symbol with a green checkmark. In square bracket the Windows com-

puter name is shown.
Hint: Right-clicking and disabling and enabling the appliance will free the license in
case the user has forgotten to logout and is unintentionally blocking the license.

@ If the LinkManager user has logged in and also has connected to a de-
vice via a SiteManager agent, a green lightning symbol will appear over the
SiteManager icon.

2. If you select the laptop icon, you will see the “LinkManager GUI” button.

E Tree
2] Qf- Rose [PC-Yision] in Sec

RSB A sk
B Secomealar E Appliance i Alerts | Acti

—a1 SecomeaVar (LinkManager #ha)
—gjohnjohn lohn John)
— i) Rose (Rose Andersen)

Active uzer: 5 Roze Ander

[—]—f#‘ Sites Marme: R.ose [PC-Vision
Product: LinkManager &0

€837 Printer Print 9100 (Sited) - 1721615172 - cerial: onEonas1e.

@ Printer web GUI (Sited) - 172.18.15.172 - 1 e

© Rose [PC-Vision] Source IPr 172,16,15.1
Firrmwarea: opertWe0d4l 120

\ [ﬁLinkManager GLI ] [7] At

3. If you click it, it will warn you about the usual certificate issue, which you
can safely ignore and continue to the administrator interface of the
LinkManager.
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If you want to get to the screen that the user sees, you will have to select
Console.

© Maintenance Status Log s

Product Information

LinkManager 6041

4. Even though the LinkManager is connected, you will always get the login
screen of the LinkManager.

So in order to really see what the user sees, you need to enter the pass-
word of the LinkManager certificate. You may have to ask the LinkManager
user about this.

Login

Certificate: | Rose El
Password:

[[] remember password

[C] ©pen last domain: ROOT. Secomeaifar

I:l Connect last device: Printer Print 9100 (Sited) - 172,16,15.172

[ Lagin ] [Certificates] [ Shutdawn ] [ Advanced ]

5. Once you enter the correct password, and select Login, you will be brought
directly to the screen that the user sees. You are now able to perform re-
mote support to the user, or perform trouble shooting by remotely operating
the LinkManager.

e 1)

[ Legeut | [ Services | [ sniffer | [ Refresh |

ROOT.SecomaaV¥ar

I_& ROOT. Sacorneat/ar Y Rose [PC-vision]
&7 O siteA <Connact ali> g
[ showall | [ Refresh | E" Printer Print 9100 [SiteA) - 172.16.15.172
A7 Prinker Web GUI (SiteA) - 172.16.15.172 @

[ showall | [ Expandall | [ Refresh |

Hint: The screen will not auto-refresh, so if the user does something in the menu,
you should hit F5 to refresh, and likewise the user must hit F5 to refresh his browser
if you are doing something in the menu remotely.
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6. Organize equipment in domains and provide
LinkManager access to specific equipment

One of the key features of the GateManager, is the ability to create domains for
organizing equipment based on purpose, access level, customer, location etc.,
and then create accounts for which differentiated access to the various domains
are defined.

If we take a look at our example we have the LinkManager user Rose who, due
to being created in the root domain (SecomeaVar), has access to any device
that may appear in this domain and any sub-domain.

E Tree N
P =] + (@] 5, - Roge - drag tojoin:
+ ‘EE 5 Kl ﬁ ﬂ' g %

IJ;'I-B Secomealar E AcCcount | Joined Domains | Audit
—q1 Secomealar [LinkManager #ha)
— 5 John]ahn (lohn John) Account P
= : 7 p Marme: nse
o = Rose [Rose Andersen)
[_]_vf Sites ’;‘:D‘:I‘;Ll'nt LinkManager User El
53 Printer Print @100 (Sited) - 172,11 Actount g =]
@ Printer web GUI [Site) - 172.16. Language:
— & Rose [PC-Vigion] Description:

For this exercise we therefore want to do the following:

1. Create some domains, and move device agents configured on the
SiteManager “SiteA” into these domains.

2. Move LinkManager user “Rose” to a sub-domain and grant her access to
the agent “Printer Web GUI” only.

3. Create a new LinkManager user “Jeff”, who will have access to both the
agent “Printer Web GUI" and also the agent “Printer Print 9100”, but he
should not have access to the SiteManager itself.

6.1. Create new domains and move device agents to them

1. First we right click the root domain and select Create Subdomain.

E Tree |
i~ [=] - (& &, Secomealar
# E 5 ﬁ ﬁ # g %

Iél— = Secomealar Domain ACtivity ACcou
EE Collapse r#ha) Actions I Messages I Rela

Create Subdormain ] R )
Domain Overview

Create Account

Q Create Alert - 17201 Domain name: Secornealf:

f Domain token: ROOT . SEC
Create Action 17216,

L & Rose [PC-Vision]
Accounts total on L

E)C.'m.al.n. . 1 L

2. We name the new domain “Printer GUI”

Getting Started, GateManager5 PREMIUM Domain Administration Page 1l of 28

Version: 21 January 2013 I



— —— e e e e —— - Printer GUI

2k 8E L6 e X &

Iél-a Secameallar Domain Activity T Accou
M Printer GUI Actions Messages T Rela
al Secomealar (LinkManager #ha)

3 Rose [Rose Andersen) |

E_IDhn_Iu:uhn flobin John)
'*,/ Titeh Domain name: Printer GUI

Domain token: ROOT . SEC

Domain Overview

|: €25 Printer Print @100 [Sited) - 172,11
ﬁ" PrinterWebh GUI (Siten) - 172,16,

Accounts none License

3. We use the same procedure to create the domain “Printing Access”

-

PrlEl@e@ @ &

IélTa Sec?me;ar_ - Domain Activity T ACcou
M Printing Access Actions Messages T Rela
[Z7 Printer GUI -
al Secomeaiar (LinkManager #ha) |
3 Rose [Rose Andersen)

Domain Overview

E_Iu:uhn_lcuhn flohr John) r[::n"::_i" Printing Acce
W siten Domain ROOT . SECC
€25 Printer Print 9100 (Sited) - 172,11 token: ACCESS

Q" Printer Wweh GUI (Sited) - 172.16.

Accounts none License:

4. We select the agent “Printer Web GUI” and while holding down the left
mouse button, we drag the agent to the domain “Printer GUI”.

Tree

|§| E |g| || |§| |§| |§| |§| O\_ &“’- Printer weh GUI (Siten) - 172

B £ Secomeadar Device Alerts Actions
= 3 Printer GUI
W5 pinter el LU [Sites) - 172.16. Marne: Printer Web GUI

.__-:J:
— [ Printing Access

—ﬁ‘ Secomealar (LinkManager #ha)
— 3 Rose [Rose Andersen)

Product: Http agent
Serial: Oo0Se&e0097004
Creatad: 2012-02-03 15:%
Source IP: 172.16.15.1

—BJDth':'hn {akin Jakin Firmmware: agent:wl2_http_:
- dgr™ Sited
L £33 Printer Print 0100 (Sitea] - 172,11 | =3 Device GUI | - | 3XDisak
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5. We do the same for moving the agent “Printer Print 9100” to the domain
“Printing Access”

— e P i .
|E| E |3| || |ﬂ| |ﬁ| |*| |£| q G_, Printer Weh GUI [Sited)- 172

E—B Secamealar l Device | Alerts Tﬁuctiuns

= 53 Printer GUI

Li}j Printer wek GUI (Sites) - 172.16. Marme: Printer Web GUI
= 53 Printing Access Product: Http agent

L £33 Printer Print 9100 (Sited) - 172,11 serial: SR L

Created: 201z2-02-032 15:5

—ﬁ‘ Secomealar (LinkManager #ha) Source IF: 177.16.15.1
— 3 Rose (Rose Andersen] Firrmware: agent:wl9_http_1
—Ejuhn_lcuhn flohn John)
@ Siteh | EZDevice cUI | - | JXDisab

Notice that the SiteManager itself stays in the root domain.

6.2. Create adomain to hold LinkManager accounts

6. We right click the root domain and select Create Subdomain, and we cre-
ate a domain called “LinkManagers”

Tree

— . - - - - - - _'k
©rBE@E @ @ b unmnsee

IJ;'I—E Secomealar Domain Activity ACcounts
B LinkManagers Actions Messages T Relays
=1 3 Printer GUI -
Lﬁ*‘ Frinter web GUI (Sites) - 172.16. | Domain Overview
- =3 Printing Access
L £55¥ Printer Print 0100 (Sited) - 172,11 Domain LinkManagers [
nanmne:
—ﬁ1 Secomealar [LinkManager #hba) Domain ROOT . SECOME
—B Rose [Rose Andersen) token: [1]
— 3 Jobknjohn [Jobkn Jahn)
- "“ Eites Accounts none | | Licenses m

7. Now we select the account Rose, and while holding down the left mouse
button, we drag the account into the new domain.

Tree

—— P o o n n n o 'R _d 1 ,\
PreEe@e@® @ 8 Foc deaopng

Iél-a Secomealar l AcCcount I Joined Domains T

B 9 LinkManagers [1]

W = [ose [Rose Andersen) Aecount
> Rose
= =3 Printer GUI Marme:
L @7 printer web GUI [Sited) - 172,16, Account LinkManager User

Fale:
EF =7 Printing Access

Account :
L {E}" Printer Print @100 [Sited) - 172,11 Language: u
—51 Secomeaiar (LinkManager #ha) Lescription:
—B_Iu:uhn_lu:uhn flohr JahA)
i SiteA
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8. We now need to ensure that a LinkManager license is available in the do-

main “LinkManagers”. In our case we only have one “license pool” called
“SecomeaVar”, and which contains only one license.

We can choose to simply drag the license into the LinkManagers domain.
This, however, means that other LinkManager accounts that potentially
could be created in the root domain SecomeaVar will not be able to use the
license.

Therefore we leave the license in the root domain, and instead we “join” the
license to the LinkManagers domain.

We select the license, and we drag the icon on the right, into the domain for
which the license should be available:

Ii_'l-a Secomealar
= LinkManagers [1]
L 3 Rose (Rose Andersen)
=7 Printer GUI
I_e_v Frinterweb GUI (Sited) - 172.16. Floating:
= Printing Access
L £23 Printer Prirt 9100 (Sited) - 172,11

License:! LinkManager

Description:

=1 Var [LinkManager #ha)
3 lohn)ohn ohn Jahn)
i Siten

Tree My Account

|a| .EE |§| || |ﬁ| |E| |;| |:\‘| O\, Q - Secomeaiar (LinkManager #ha) - drag to join:

E—EI Secomeakar l License I Joined Domains I Sessions I Audit
B 53 LinkManagers [1]
l—a Rose (Rose Andersen)

License: LinkManager #ba

Crezcription: |Secomea'u'ar

= £3 Printer GUI Floating: 1 free of 1
I I_av Printer web GUI (Sited) - 172.16.

=7 Printing Access

L{E}" Printer Print 9100 (Sited) - 17211
—q1 Secomealar [LinkManager #ha)
—ajohnjohn {lohn John)

g sites

Now the license can be used for LinkManager accounts in both the root
domain, and the domain “LinkManagers”.

We now want to create our LinkManager account “Jeff”.

We select the domain LinkManagers, right-click and select Create Ac-
count.

Tree My Account

PR EaEeE @ & nvnsesn

E‘I—B Secomeallar Domain ACtivity I ACCOUNts I Licenses I :

=8 & Link Actions Messages T Relays T Reports T A

o Domain Overview

mm Create Subdomnain r#ha) |
T Q Create Account -

F2.16. Doma.ln LinkManagers [1]

ﬁ Create Alert LLETLLH

ol P . Domain ROOT . SECOMEAWAR o LIMEMAMAL
s Create Adtion 17311 token: [1]

—q] Secomeavar (LinkManager #hba)
- 3 lohnjahn fohn Jahn) Accounts total on Licenses none Appli
L g™ sites LinkManager

1
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10. We fill in the minimum details for the account:

5, - [Mew account]

[ accoum [ somea pomans |

Account Name: | [Jeff

Account Rale: LinkManager User

Account Lang

Description:

Perzon Mame
Ernail:

Mobile:

Perzon Info:

[=]

uage: | English [

E heffjensen
Eeff@acmemc.com

|+45414300234

Cizabled: (]

Last Login:

Creatad: 2012-02-05
Renewed:

Expires;

.509

BO0FREME
Authentication: » sna or sMs

SME
Password

Cruration: Permanent El

&M
Address:
zZip

Farmst:
Mail
Temnplate:

Use default El

Message:

4 m 2

New I
password

Repeat! [ =

“ . +

Note: The password must be informed to the user verbally or in a separate

email

Getting Started, GateManager5 PREMIUM Domain Administration

Version: 21 January 2013

Page 15 of 28

sechmed



6.3. Grant domain access to LinkManagers using “Joined Do-
mains”

11. We select the account icon for Rose on the right and we drag it into the do-
main that the account should have access to.

Tree
BRRECICIE Q) B rose cnaoin(®)
El-ﬁ Sec:me;ar_ D [ Account ] Joined Domains T Audit -

f}a LlnkManagerS []]

f Account Name: |R05&
B3 secomeavar (LinkMan =
3 1eff Account Raole: | LinkManager User EI
. Account Language: | English
= =3 Printer GUI guag u
I L @ Printer Web GUI SiteA) - 173.16.15.172 Eiesetiptianl
= =3 Printing Access
L £833¥ Printer Print 9100 (Sited) - 172.16.15.172
—ﬁ] SecomeaVar [LinkManager #ha)
—ajghnjohn {lahin John) Person Mame: |Rose Andersen
— g Sites Ernail: |ph@secomea.cnm
g ) () (2D () () () - Rose - drag tojoin:
FPRRENCEIE q & 3

Iél-a Secomealar l Account ] Joined Domains T Audit -

lf—}a LinkManagers [1]

a Rose [Rose Andersen) Account Marme! |Rose

E]J:f:comeah'ar (LinkManager a2 Account Role: | LinkManayer User El
[_}a Printer GUI Account Language:

@ primerweb GUI [SlteA] 172.18.15.172 Descriptions
-1 Printing Access

L %7 Printer Print 0100 [Sites) - 172.16.15.172

—q] Secomealar [LinkManager #ha) Person Marme: |R058 Andersen
—ajohnjohn fjohn John) Ernail: |ph@secomea.cum
~ @7 sien Mobile: 41305615

12. We now select account “Jeff”, and do the same for his account. But for Jeff
we join him to both the “Printer GUI” and the “Printing Access” domain.

Tree

2 =866« Q) Boseff-dustojin &

IJ;'I-B Secomealfar | Account I Joined Domains Audit

1 LinkManagers

% selecked 0 of 2 joined dornains
= =3 LinkManagers [1]
a1 Secomealar [LinkManager #ha) .“
'E' Jeff [|eff Jensen) & SecormeaWar LinkManagers [1]
3 Rose [Rose Andersen) é SecorneaVar, Prinker GUI

- 3 Printer GUI

" Jeff (|eff Jensen)
" Rose [Rose Andersen)
_f Printer weh GUI (Sitep)- 172.16.15.172

=7 Printing Access
[ seff (1eff |ensen) )

L €83 Printer Print 100 (Sited) - 172.16.15.172
—ﬁ‘ Secomealar (LinkManager #ha)
—sjohnjohn {lohn John)

L g Siten

é Secomea%ar, Printing Access
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The end result is that when Rose logs in with her LinkManager, she will be
able to access the Printer GUI domain only and connect to the “Web GUI”

agent only:

MY Y Y PP

ey

[ Logout

niffer | [ Refrash |

ROOT.5ecomeaW¥ar.Printer GUIL

El—v— ROOT.Secomeavar

2 LinkManagers [1]

lj: Printer GUI
Show all

javascriptid oA CT(al);

@7 Printar Web GUI (Sitea) - 172,16,15.172 @

Show all

And when Jeff logs in, he has access to both domains and subsequently

both agents:

MY Y Y PP

ey

[ Logout

niffer | [ Refrash |

ROOT.5ecomeaV¥ar.Printing Access

B~ ROOT.Secomesvar
LinkManagers [1]
Printer GUI

Printing Access

Show all

javascriptid oA CT(al);

237 Printer Print 9100 (SiteA) - 172.16.15.172

Shaw all

Getting Started, GateManager5 PREMIUM Domain Administration

Version: 21 January 2013

Page 17 of 28

sechmed



7. Understanding Audit logs

All the actions on the SiteManager we made in the previous sections are
logged on the GateManager.

It does, however, require some explanation to understand what is logged
where.

For instance if we want to check what devices Jeff has connected to recent-
ly.

If we look at Jeff's account we see what events have occurred on Jeff's ac-
count, and not what Jeff have done.

[EEg e e e

a KL, - J8ff - drag 1o join
%k 85L& e —\
B &3 Secomeattar E Account | Jomned Domains | Audit
] LinkManagers ‘3 a [an E 1 wosk E
[=F 3 LinkManagers [1]
(5" secomeavar (LinkManager #ba)
- |eff [eft nl 2012-02-05 15:5%:13|Secomeavaridohnlehn Join account - Demasin: SecomeaVar [MNew domain]
Y. " 2012-02-0F 15:53:13|5ecomesvariohnlohn Jain account . Dornzin: Secomesvar. [New dormain]
5L Rose [Rose Andersen)
B Jeft [Pe-vision] 2012-02-05 15:53:00|SecomeavariJohnlohn Unioin account . Darnain: Secomeavar [Mew domain]
Ie 2012-02-05 15:52:53|SecomeaVatohnlohn Join account . Daornsin: Sscornesiiar [Mew dormsin]
5 Printer GUI 2012-02-05 15:44:50|5ecomasvar Johnohn Edit account
[ Jeff (eff Jensen) 2012-02-05 15:41:12|BecormeavisrJohnlohn Create sceount - Role: LinkManager User
Rose [Rose Andersen)
@Y PrinterWeb OUI (Sited) - 172.16.15.172
[+ Printing #ccess
t[ 7 Jeff efi Jensen)
537 Printer Print 9100 (SiteA) - 172.16.15.172
—E) secomeavar [LinkManager #bs)
— & Johniohn ohn John

L ¥ siteh

So what we should look at instead, is Jeff's LinkManager appliance object,
which represents the specific PC on which Jeff's account has been activat-
ed:

(- Y v ccous | e [ o 0

v. P .
o FY-leffpcvision in g LinkManagers (1]
25 86L& % )
B3 Secomeatar E Appliance | Alerts | Adtions | Audit |
(] LinkManagers c’ o [ E‘ 1 wask E|
LinkManagers [1]
(5] secomeavar (LinkManager #hal < &
[0 eff ieff Jensen)
2012-02-05 P —— , Device: ROOT.Secomeatar Printer GUI 15
£, Rose (Rose Andersen 16:04:09 Printer Web GUI (SiteA) - 172,16.15.172
ol 1SS | .. connec . Deuice: ROOT SecomeavarPrinter GUI 1
Printer GUI 16:04:07 Printer Web GUI (SiteA) - 172,16,15.172
2012-02-05 Device: ROOT,5ecomeal/ar Printing Accass
[ N1eff (eff Jensen) 16:04:03 DXl BiEEsmrES *  Drinter Brint 9100 (SiteA) - 172.16.15.172
Rase [Rose Andersen] 2012-02-05 b vice Connuct , Device: ROOT.SecomeatanPrinting Access
@ Printerweb GUI (Sited) - 172.15.15.172 16104101 Printer Print 3100 (Sited) - 172,16.15,172
3 Printing Access i:‘gﬂ'\“’;“ Appliance Connect o aomiff130,226, 21016711444
[ @ttt appiance isconnest+  Reconnas
95 Printer Print 9100 iSiteAl- 172.16.15.172 16100010

The reason for this is that Jeff’'s account could be installed on different PCs
that are operated by different people.
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8.

Working with Alerts

8.1. Generally about Alerts

Alerts can be used to submit an alert to a specific email address (and in
near future to a phone number as an SMS)

Alert processing depends on the GateManager connection to the Secomea
Appliances (SiteManager or TrustGate) being available or not.

Alerts that are associated with equipment connected to the Appliance (via
an Input port on a SiteManager, or equipment connected by Ethernet, USB
or Serial), will be delivered instantly via the Appliance' GateManager con-
nection, and result in the alert email being sent immediately (or based on
the defined delay for the trigger)

Alerts that are associated with the Appliance itself, such as an "Appliance
Disconnect" alert, will only be triggered based on the following criteria:

1. If the next expected heartbeat does not arrive (default up to 10
minutes), or..

2. If the Appliance has sent an off-line heartbeat, and has not recon-
nected within 2 minutes (offline heartbeats are generated based on
a controlled reboot/reconnect activated from the local Appliance
Web menu or an applied GateManager reboot action, or as a result
of a automatic reboot in conjunction with a firmware upgrade).

If a SiteManager is disconnected, and have Disconnect alerts associated
with devices controlled by the Appliance (such as a SiteManager agents),
the alerts for these devices will be triggered based on the above two criteria
also. Note that the devices may in fact be connected locally at the remote
site, but since the GateManager cannot determine the cause for the general
disconnect, it has no other choice than to trigger the device alerts also.

Alerts are created by Right clicking the domain where the alert should be
created.

| Tree My Account

About

Logoff ‘

2%k & H@)a e

@ = dh-company

C any . P . N A
Sy & . Domain Activity Accounts Licenses Appliances Alerts Actions Messages Relays
A, Show All -
Reports Audit
T2 collapse L
E Expand Domain Overview
| Sreate Subdamain
-] i )
B o eate accourt Domain name: Company
Domain token: « COMPANY E|
Q Create Alart
Bl Create Action
Accoun ts total on| | Licenses none Appliances total on| | Agents total on| | Sub- Total
Basic Adrminis trator 2 SiteManager Hitp 3 1| |domains
et 1033 rot Al
Distributor 1 Pc 3 4
Adrninistrat SiteManager a o [ 11
Domain Administrator 1 S S
Servar Adrinis trator 1 SiteManager 101
3429
TrustGate 60 11
TrustGate 61 i 1

Domain Configuration
Domain Settings

Namain Lnon

https:/fgmil? . secomea. comfardmingoaifdFHK Rtvelge2 S A0 SsHickBeqLIzYCR joul, coifop=meain0s

]
S

W GoteMonaoger sectmea

C
I
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8.2. Example of a FAILED Alert (aka. Disconnect Alert)

Common names like "FAILED" or "Connected" are reserved words on the
hosted serve, so you will have to extend the naming like in this case
"FAILED(Company)" — this will also clearly identify the alert when it is
mailed to you.

|§| Ay 1= 3 |§| =] |§||§| G = LL-FAILED(Company) - drag to join: F
S o e e
LQ"TrustGateEn]
5 £3 OfficeB Alert Harne: | FAILED{Company)| |
4
;«- Tr:stGateEnD Apply to: All . |Anv [ZI in |This domain and joined domains [ZI
ice

7 officed Trigger on: |App|iance [Z” Disconnect [ZI after seconds

A FAILED(C:

Send to: ”alens@companv.com] |

Dizabled: ]

Description: | Trigger an mail alert when any appliance/TrustGate is offline for more then
Al sec.

A

Last Deliverad:

Delivered alerts: 0
Triggered: o
Cancelled: o

i GoteMonager sechmea

8.3. Example of a CONNECTED Alert for selected appliances

This example illustrates creation of an Alert that is triggered when certain
appliances connect.

Create the Alert definition as follows:

|§| ® E 3 E |§| = |!||'-_y| | = ﬂ ConnectiCompany)
&g g (e Lo T reis T o R
=i Offices
L @ Trustcared
B3 OfficeB alart Hame: | ConnectiCompany) | |
d ——
:f'f' Tr:stcateFJD Apply to: Any [Zl in |Th|s domain and its sub-domains [Zl
ice e — =
g FAILEDICompany) Send to: |alens@company.com |

& Cannec

Disablad:  []

Cescription:

Trigger an alert when selected appliance is connected

Last Delivered:
Celivered alerts: 0

Sty
WA GoteMaonager secomea
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Now click the Selected TAB and checkmark the appliances that should have
this alert associated.

B¢ s8 HA@@F A ¢ L comeetcomeny
c . .
&5 com Moanomes
= Officed
L & TrustGated) IR selected 1 of 2 appliances
3 otess ([ rovtonce | somano. | taetowtbest | ooman
Iél—." TrustGateG0 )
7 officec I:‘ .‘fTrustGateSD 00:00:B9:17:900AS 2012-09-26 18:14:53 Company, Officed
] officeD

..‘fTrustGatesl 00:00:B9:17:9C:64 2012-09-26 18:15:03 Company, Officed

2 Connect{Company]

L1 FRILEDICompany)

# GoteMaonager sechmea

NOTE: Combining the “Apply to” and “Trigger on” option should cover most
of the needs for an Alert.
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Working with Actions

With Actions you can perform firmware upgrades, restore configuration
backup’s or parts of configurations and/or rebooting appliances.

An Action is only performed on selected appliances so there is no danger of
creating a firmware upgrade action. You cannot break anything by applying
a wrong firmware to an Appliance.

Appliances will not be upgraded before the appliance is selected. However
you can combine Actions and Alerts (see next section)

To create an Action remember to select the Actions Icon at the top to make
Actions visible in the tree view. Right-Click on the domain where the action

should be created.

6% &8 5 4@

=N & Company

ol Create Subdomain
a Create Account
ﬂcreate Alert

sl Create Action

@ = dh-Company

l Domain Activity

Relays

Reports

Alerts Actions Messages

| Domain Dverview

Domain name: Company

Domain token:

. COMPANY E|

B

Accounts total on Licenses none Appliances total on Agents none Sub- Tot:
) domains | ©
Basic 2 TrustGate 11
Adrninistrator &0 All A
Distributor n TrustGate 11 1
Adriniztrator 61
Dornain 1
Adminiztrator
Server 1
Adriniztrator
£ I 1l ] [l]

.https 1iiam07 . secomea. comy admincgif/dFHEIkRyzlgeZySWanssHicMScgUz CR f gui, cgifop=mainO#

9.1. Upgrade firmware on multiple appliances:

—

W GoteMonager sechmea

1. Create an Action for all models (TrustGate or SiteManagers) and select the
firmware to upgrade with:

% E S8 H4Ee W

B+ 53 Company
] Offices
] OfficeB
] officeC
] officeD
UpgradeFirmw

= || = ﬁ-UpgradeFlrmware[Company]

Action Marne: |UpgradeF\rmware(CUmpanvl

Apply ta:

|TrustGate

[i"}\nv tnodel E]

Comrmand: | Upgrade Firmware and Rehoot

[s [ Buita 12316 |

whent Immediately

Dizablad: [

Delete when done: []

Keep apps salected: []

Description:

Last Executad:

Executed actions: O

Save Cancel

W GoteManoger secdmea

Note: if there is no firmware listed then contact the GateManager Server
Administrator — firmware maintenance requires Server Administrator rights.
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2. Now click the Selected Appliances tab and select the appliances you want
to upgrade

|6|‘ B R EHL |ﬁ|\~ :ﬂ ¢ = | EH- UpgradeFirmware{Company)
9 Company

] Offices [ [ L l 2 T

(2] offices [V selected 4 of 4 appliances
7] OfficeD

” X Tas1_co 00:0D:B9:17:90:C0 2012-03-20 00:26:03 10486 Company, Officel

& * TEEx_units 00:00:B3:17:90:9C 2012-05-26 13:36:04 12244 Company. Officel:

&Y TrustGateso 00:0D:E3:17:90:AS 2012-09-26 19:44:16 12154 Company. OfficeB

¥ TrustGatesl 00:00CBS:17i9C64 2012-09-26 15:44:34 12266 Company. Offices

A GateMaonager sectmea

3. Press the Save Changes icon ¥ to execute the action.

Appliances that are currently not connected will automatically be upgraded
the next time they come online.

|§|‘ =] a E £ |§H§||:J| ¢ = BH- UpgradeFirmware{Company)
53 Company

7] Offices [ T BE [ & ]I

] OfficeB o 2 actions

nopliance | _seriatno. | tasthearbest | poman |

2012-09-26 19:49:00 Ready  apXTG61_c0

2012-09-26 19:49:00 Ready

00:00:B9:17:90:C0 2012-03-20 00:26:03 test HKK, Company, OfficeD

OxTG6x7umt5 O0:0C:BY: 1790090 2012-09-26 19:26:04 test HKK, Company, OfficeD

A GateManager sechmea
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10. Combining Alerts and Actions
It is possible to create an Alert that triggers and Action.

Example: the next time an Appliance connects to the GateManager it should
get a new GateManager address, automatically reboot and subsequently
connect to another GateManager. This is useful when migrating from one
GateManager to another.

Example: When a new appliance appear in a domain it should be config-
ured with a special configuration profile (e.g. a set of Forwarding Firewall
rules on a TrustGate, or special Agent definitions on a SiteManager).

Note: that you cannot append a single Firewall rule or a single Agent to the
existing table. A configuration profile will always overwrite the entire section
(E.g. the Forwarding Firewall table or the Agent list)

The following example will apply a new Forwarding Firewall table the next
time a new appliance appears in a specific domain.

1. Create a connect alert in the domain OfficeC. Settings are:

Apply to: All, TrustGate, Any models

Trigger on: Appliances New.

| Tree My Account About Logoff |
Q % EE ?‘g‘; S:l B e ] - = Q-Cunnectiofﬁcec]
[ Company

B £ Officen | Alert Pending Audit |
ice. " y

[ OfficeB
39 officec Alert Marme: | Conhect(OfficeC)
g CannectiOfficeC)

X Apply ta: All [s] | TrustGate v Any model (%] in | This domain and its sub-domains |+
B[] OfficeD El— — o
Trigger on: | Appliance || | Connect | % | after |0 seconds
Send to: audit@company . com

Disabled:  []

Deszcription:

Lazt Deliverad:

Delivered alerts: 0
Triggered: [u]
Cancelled: o

# [ A
A GateMan

]
(I}

er sechmeq
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2. Create an Action that contains the add-on configuration part. Settings are:

Apply to: TrustGate, All models
Command: Upload Configuration and Reboot
‘§|Q =] 3 Ia oy \EHE”;‘ﬂ Q, G = B Add-on-ForwardingFirewall{OfficeC)
E'I— [(E:‘Dﬂ;izziA [ Action ] Selected Appliances ] Pending ] Audit _

] officed i

F- 3 Officec Action Marme: ‘AddranrFarwardmgF\rewaII(OfﬁceCJ ‘3
[ - o doneForwardingFirewa ced)
Add-on-ForwardingFirewal ced) Ao M sy model [
] officed

Comrmmand: ‘ Upload Configuration and Reboot M

when: Immediately

Disabled: ] Delete when dane: [] keep apps selected: [[]

Description: | The agd-on configuration profile contain only the forwarding firewall table

configuration

<teml wersion="1.0" encoding="150-3859-1"%
Profile:

<D CTYPE configs

v
1l

b

Add-oh configuraitan.

Complete forwarding firewall table.
-

<confige

firewall> E
<forwarding:

Upload file: Choose File | Mo file chosen

Last Executed:
Executed actions: O

Sawve | | Cancel M

[(_‘l 1} ] [ﬂ

P GoteMaonager secdmea

3. Combine the Action to the Alert by dragging the Action from the Domain-
Tree to the Send to: field of the Alert:

(B % =8 B L& A « = L conmeciofficeq

IJ:'I—G Company l Alert Pending Audit
] Officed

] OfficeB
-5 Officed Alart Marne: |Connect(0ff|ceCJ ‘

2 Con cl Apply to; |AH [l] | TrustGate [L‘I | Any model [il in |This domain and its sub-domains [L‘I

|:ﬁ Add-on-ForwardingFirewall[OfficeC)
] OfficeD Trigger ont |App\iance[:]|New [i'l a&erDse:onds
Send to: ;#1000307 a# Add-on-ForwardingFirewaHEOffic|
4 Add-on-ForwardingFirewsll[OfficeC)

Disabled: []

Description:

Last Deliverad: 2012-09-26 20:46:50
Deliverad alerts: 4

Triggerad: 4
Cancelled: a
Clear: [

Save | | Cancel

W GoteManager sechmea

4. Select the Connect(OfficeC) alert in the Domain-Tree. With the mouse drag
the Add-on-ForwardingFirewall(OfficeC) action to the Send To: field in the
Right side window.

Next time a TrustGate of any model show up in the OfficeC domain for the
first time it will be applied the Configuration profile from the Add-on-
ForwardingFirewall(OfficeC) action.
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11. Working with the Replace Appliance function

If you have an appliance that needs to be replaced for any reason, you just
use the Replace function in GateManager 5.

The Replace function will restore the configuration from the old appliance to

the new one.

All settings will be restored including VPN tunnels, Agent, passwords and
certificates. The old and the new appliance do not have to be the same mod-
el. E.g. a TrustGate 260 can replace a TrustGate 60, and a SiteManager
3239 can replace a SiteManager 2134.

The Replace button will only show on failed units (marked with a red cross):

| Tree

My Account About Logoff |

SN E L LS
=+ Cotmpany
] Offices
] officed
] Officec
(] officeD
&Y TOBx_units

G = &*-TGE1_COin g Company

Appliance

Marne:
Product:
Serial:
Created:

Source IP:

Firmuware:

Backups Alerts Actions Audit |

TGEL_CO
Trustiste 61

Qo:oDeee:17:a0eco
2012-02-02 16:432
172.16.15.1

operiWl061_104586 bios:11/05/0% Upgrade

[XDisabIe ] [ @ Delete ] [,ﬁ;; Replace ]

Last heartheat: 2012-03-20 00:26:03 (190 days 18 hours 58 minutes ago)
Date/tirme: 2012-03-20 00:25:12

Uptirne: 10 days 7 hours & minutes

WAN port: 172,16,15,27/255,255,255.0 (UP)

Lan port: 172,162,5.1/255.255,.255.0

AU port: 12,0,1,1/255.255.255.0

GateManager Address: 130,226,210,167

Plugin:

Secomea TrustGate v, 3.0 + Generic TrustGate v, 5.0

e

M GoteMaonoger sechmea

Select the failed appliance in the Tree-view and press the Replace button. A
Wizard will guide you through the replacement procedure.
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Appendix A, Supplementary publications

This document is kept updated at this location:

http://info.secomea.com/premium

This document assumes you had performed the steps of the
GateManager5 FREE BASIC guide and is therefore a natural extension to
the guide found here:

http://info.secomea.com/basic
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Notices

Publication and copyright

© Copyright Secomea A/S 2012-2013. All rights reserved. You may download
and print a copy for your own use. As a high-level administrator, you may use
whatever you like from contents of this document to create your own instruc-
tions for deploying our products. Otherwise, no part of this document may be
copied or reproduced in any way, without the written consent of Secomea A/S.
We would appreciate getting a copy of the material you produce in order to
make our own material better and — if you give us permission — to inspire other
users.

Trademarks

SiteManager™, LinkManager™ and GateManager™ are trademarks of
Secomea A/S. Other trademarks are the property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the
products described herein without notice. The publication of this document does
not represent a commitment on the part of Secomea A/S. Considerable effort
has been made to ensure that this publication is free of inaccuracies and omis-
sions but we cannot guarantee that there are none.

The following paragraph does not apply to any country or state where such pro-
visions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGE ALLEGED IN
CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.

Secomea A/S
Denmark

CVR No. DK 3136 60 38

E-mail: sales@secomea.com
WWW.Secomea.com
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