Getting Started
GateManagers PREMIUM Domain Administration

This document helps you get started with Secomea’s hosted GateManager5
in relation to the GateManager 5 Domain Administration.

This guide assumes that you have worked with the GateManager5 BASIC
start package and have ordered the GateManager PREMIUM upgrade
(Secomea part number 26777). Subsequently your BASIC account has been
upgraded, or you have received a new GateManager Domain Administrator
login.

This document does not explain all the features and possibilities of the
GateManager Domain Administrator, but only the more commonly used fea-
tures for administering SiteManagers and LinkManagers.
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1. GateManager5 Administrator GUI FAQ

Q: What is the difference between the GateManager 5 administrator GUI and
the GateManager 4 GUI?

A: The GateManager 4 GUI could only be accessed by the Java based
GateManager Console application. GateManager 5 is accessed by an ordinary
web browser. Also GateManager 5 has been redesigned in every aspect. The
GateManager 5 GUI is more intuitive, faster and has improved with more fea-
tures.

Q: Can any browser be used for accessing the GateManager administrator
GUI?

A: Almost. The GateManager administrator GUI is using advanced Java script,
which should be supported by most web browsers. We recommend Google
Chrome, FireFox, Apple Safari and Microsoft Internet Explorer 9 or newer. |IE 8
or older will most likely not work properly.

Q: Can | use my tablet or smart phone?

A: Yes. For Apple iPad and iPhone you may need to create an Administrator
account that uses user name and password only, since it may be difficult to load
the x509 certificate onto the device. For newer Android based devices such as
Samsung, you can load the certificate onto the device and use the built-in
browser, or alternatively install FireFox. Note that drag’n’drop by default is disa-
bled when GateManager detects a browser on an Android or iOS platform in or-
der to prevent unintended reorganizing of contents.

Q: Can | load the x509 certificate into my browser, so | do not have to browse
for it each time | login?

A: No. For security reasons a browser will not allow Java script to fetch files
from the operating system. It should, however, be fairly fast to browse for the
certificate if you place it in the My Documents folder. If you need faster access,
you can decide to create an administrator account that uses User name and
Password only. For security reasons we do not recommend this. If the
GateManager server is configured to use SMS pass-code, this can be used as
alternative 2 factor authentication

Q: Can GateManager administrators at the same level change or delete each
other’s accounts?

A: Yes. We have chosen to allow this by design, in order to let administrators
help each other in case a password is forgotten. If you need to have an overall
administrator, you can decide to create a sub-domain structure in which you
create additional administrator accounts, and then have the initial administrator
account in the “root-domain”.

Q: | already have a GateManager BASIC account. Do | need a new login, for
my PREMIUM account?

A: Typically we will just upgrade your account profile on the server, and you
should just login with your BASIC certificate and password as usual. You will
notice that you have all the GateManager Domain administrator features appli-
cable to the GateManager PREMIUM account.
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2. Firsttimelogin to the GateManager5 WEB GUI

1. When the administrator account was created for you, an email was auto-
matically sent to you. It would look like this:

GateManager X.509 Certificate for JohnJohn on Secomea YPNLAB GM5_ESXi
Gateldanager [admin@gatemanager]

Extra line breaks in this message were remowed.
s@f 05-02-2012 1157

| Message |[ __|dohnlohn.gme (3 KB) ] °

Hello John John

This mail contains a new X.589 certificate for the Secomea GateManager
administrator login.

The password associated with the certificate will be informed to you
verbally or in a separate mail.

Save the attached file, JohnJohn.gmc, in your Windows "My Documents"

folder.

Follow this link to the Gateganager administrator login screen:
http://136.226.216.167/admin |It is recommended to bookmark this page
reen will ask you to load the certificate

file and enter the password.

The certificate in this mail is issued to user "JohnJohn" in domain
"SecomeaVar” on server "Secomea VPNLAB GM5_ESXi".

Secomea appliances, such as a SiteManager that should be administered
by this account or by LinkManager users created by this account,

should be configured with the following GateManager settings:

GateManager Server: 130.226.216.167
GateManager Token: SecomeaVar

For more information please check www.secomea.com

Best regards o

O If the account was defined to use two factor security with x509 certificate,
the email will include the certificate as attachment. Save the certificate on
your PC in e.g. the “My Documents” folder.

® The email will include a link to the GateManager’'s DNS name and/or IP
address. Click the link to connect to the GateManager. Bookmark the link in
your browser.

©® The email is sent with the GateManager server as sender, while the
name in the greetings section indicates the GateManager administrator ac-
count that created your account. If you have not been notified about the
password associated with your account, you will need to contact this per-
son.
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2. Follow the link in the email to open the GateManager login screen, and
browse for the certificate you just saved.

\Vg

Administrator Login

@ Certificate: _Iuthuhn.gmc

(71 User name:

sechmeqa

Note: The GateManager administrator portal requires minimum MS In-
ternet Explorer 9, Apple Safari, FireFox or Google Chrome.

3. In your very first login, you will see an empty tree. You should consider
changing your password under My Account. Note that this will make the
GateManager server issue a new email with a new certificate. You existing
certificate will subsequently be invalidated.

I — T

BE 8 HLEe s JER——
é’ alar

Domain | Activity | Accounts | Licenses | Appliances | Alerts | Actions | Messages

Relays

Domain Overview

Domain name: SecomeaVar
Domain token: ROOT . SECOMEAVAR

total on| Licenses  total on| Appliances total on  Agents total on
LinkManager 1 SiteManager  , ,  Device 11

1
3134 Hetp 11

» Domain Configuration
» Domain Settings

» Domain Logo

W GoteMonager secémea
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4. In order to display items in the tree, you should click on the icons above
the tree. When an icon has a blue background it means the item is activat-

ed.
The mouse-over message will indicate the function of an item.

The settings of the icons will be saved in a cookie on your PC and your
tree-view will be restored when you login again.

This will allow you to customize your favorite view according to the functions
you use the most.

=

o é Zecomeallar
%

[ Domain Activit

q] Secomeayar [LinkMana
Bjuhnju:uhn flakin Jakn)

i, Rose [Rose Andersen)
a7 Sited

Double-click to show all online devices,
Domain Overy

% Hide online devices, eports

Dromain name:
Domain token:

Accounts

SiteManager configuration backup

With GateManager 5 you do not need to setup configuration backup. When a
change is made to the SiteManager configuration, the GateManager server will

automatically make a new backup of the configuration.

You can view the configuration by placing the cursor on a SiteManager and se-
lect the Backup tab:

-

Y- Sited g Y
2= 8EGQE e Q &7 - Sitedin gk Secomeallar

Ié!-a Secomealfar E Appliance | Backups | Alerts | Actions ] Auc
1 .
q Secomealar (LinkManager #ha) 9 4 3 backups
a Johnjohn (John John)
5 Rose [Rose Andersen) —
z 2012-02-0% 15:57:12 10982 = O |

2012-02-0% 15:55:19 10763 = L 2° |

£ l"l :\”u

2012-02-03 15:53:24 10558 =5 |

Rehoot after restoring backup.

The GateManager will always store the last 3 configurations and overwrite the
oldest. If you wish to maintain a particular configuration, you can select the Lock
function, which will prevent the configuration from being overwritten.
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4. Accessing the Web GUI of a SiteManager

1. A SiteManager that has not been managed via the GateManager adminis-
trator GUI before will be marked with a red exclamation mark (!). Before you
can connect to the SiteManager's web GUI you need to attach it to the
GateManager.

You can either right-click the SiteManager and select Attach, or select At-
tach here in the Appliance tab.

l Tree
f_ . .
- gt - Sitedin Secom
SN ) & 3
= Secomealar l Appliance Backug
ql Secomeaiar (LinkManager #ha)
gh_luhn_luhn flohr JahA) B S
Y Product: SiteMan
Rose [Rose Andersen) _
Serial: 3134:0C

Created: z201z-0z
Source IP: 172,16,

=48] Printer Print @100 [Sited) - 172.16.15.172 -
@Y Printerweb GUI [Sites) - 172.16.15.172- 17

Firrmware: =1 =T=T R

° [ [EF SiteManager GUI

Last heartheat:

Cevl port:
UPLIME port:
Uptirne:
Cateftime:

GateManager
Address:

Plugin: ‘

Darmain Token: ROOT Sen

o " Attach here

2. First time you select click the SiteManager GUI button for a given device,
you will be met with a browser message saying that the certificate of the
website is insecure (wording will depend on the browser)

This is because the SiteManager certificate and the temporary IP address
to reach it, is not known by a public certificate authentication service. You
can safely press continue to the message.

Safari can't verify the identity of the website "172,16,15,188",
I = The certificate for this website is invalid, You might be connecting to
| @ awwebsite that is pretending to be "172.16.15.188%, which could put
your confidential information at risk, Would you like to connect to
the website amaway?

[ Continue ] [ Cancel ] [ Show Certificate ]

3. This will bring you to the configuration interface of the SiteManager.
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SiteManager 3134 - Setup Assistant

1. GateManager: 130,226.210,167 Connected to 130,226, 210.167:80 (UPLINK)
2. Uplink port: 172,16,15.109/24 (DHCP)  Up

2. DEV port: 10.0,0.1/24 [default]

4. Device Agents: 2 up

5. Admin Password: Using default password

You can open the Setup Assistant at any time by clicking on in the top menu.

Note: If you click on [EENE it shows specific help for the current configuration page.
Please consutt the online haip 83 pour first step in solving setup problems

Hint. Refer to the Secomea GateManager5 BASIC Guide for an introduction to con-
figuring SiteManager network settings and setting up Device Agents.

The guide can be downloaded from this location: http://info.secomea.com/basic
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5. Accessing the Web GUI of a LinkManager

1. When a LinkManager is connected to the GateManager server, you will see
a number of things:

E Tree

P = .‘l =) ¥ @ q-Secu:umea'u'ar[LinkManager#baJ
e = 5 - &\ | o %\

Iél-a Secomealar E License | Joined Domains |

201 secomealar [LinkManager #ha)

License: LinkManager #ba

457 siten
I:é;E}f Pri

@7 Printerweb GUI [Sited) - 172.16.15.172- 1
S"" Rose [PC-Yision]

hnjoh hn Joh I -
8 Johnjohn {john John] CHPLOn seramealar
Q Rose [Rose Andersen)
9 Flaating -_D free of 1
nter Print 9100 [Sitef)- 172.16.15.172 -

O Firstly a License will be pulled from the LinkManager license pool. If it is
the last free license of the pool, the certificate will turn red, indicating that no
other LinkManager will be able to connect until the currently connected
LinkManager disconnects.

® The account icon of the connected LinkManager will get a light-green
background, which makes it easier to identify users that are logged in.

©® Simultaneously an appliance icon will appear with a laptop symbol with a
green checkmark.

@ If the LinkManager user has logged in and also has connected to a de-
vice via a SiteManager agent, a green lightning symbol will appear over the
SiteManager icon.

2. If you select the laptop icon, you will see the “LinkManager GUI” button.

s |

‘,:’ .EE a -‘l & & .,‘:} r:‘,\ g"‘-Rose[PC-'u'ision] in&Sec

él-a Secomealar E Appliance l Alerts | Acti
—a1 SecomeaVar [LinkManager #ha)
- 5 Johnjohn (ohn John)

—a Rose (Rose Andereen)

Active user: 5 Rose Ander

i Marme: Fosze [PC-Visian

- siteh
[}’ e Product: LinkManager &0
€23 Printer Print 9100 (Sited) - 172.16.15.172 - cerial: ALO0ESD0521 6
@ Printer web GUI [Site) - 172.18.15.172- 1; Eretedl | EEAHEELSE Sk

© Rosge [PC-Vigion] Source IP: 172,16,15.1
Firmware: operiWcO41 120

\ [ﬁLinkManagerGLll l [] Aute

3. If you click it, it will warn you about the usual certificate issue, which you
can safely ignore and continue to the administrator interface of the
LinkManager.
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If you want to get to the screen that the user sees, you will have to select
Console.

© Maintenance Status Log s

Product Information

LinkManager 6041

4. Even though the LinkManager is connected, you will always get the login
screen of the LinkManager.

So in order to really see what the user sees, you need to enter the pass-
word of the LinkManager certificate. You may have to ask the LinkManager
user about this.

—MM&M

Login

Certificate: | Rose El
Password:

[[] remember password

[C] ©pen last domain: ROOT. Secomeaifar

I:l Connect last device: Printer Print 9100 (Sited) - 172,16,15.172

[ Lagin ] [Certificates] [ Shutdawn ] [ Advanced ]

5. Once you enter the correct password, and press Login, you will be brought
directly to the screen that the user sees. You are now able to perform re-
mote support to the user by, or trouble shoot by remotely operating the
LinkManager.

e 1)

[ Legeut | [ Services | [ sniffer | [ Refresh |

ROOT.SecomaaV¥ar

I_& ROOT. Sacorneat/ar Y Rose [PC-vision]
&7 O siteA <Connact ali> g
[ showall | [ Refresh | %" Printer Print 9100 [SiteA) - 172.16.15.172
A7 Prinker Web GUI (SiteA) - 172.16.15.172 @

[ showall | [ Expandall | [ Refresh |

Hint: The screen will not auto-refresh so if the user does something in the menu,
you should hit F5 to refresh, and likewise the user must hit F5 to refresh his browser
if you are doing something in the menu remotely.
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6. Organize equipment in domains and provide
LinkManager access to specific equipment

One of the key features of the GateManager, is the ability to create domains for
organizing equipment based on purpose, access level, customer, location etc.,
and then create accounts for which differentiated access to the various domains
are defined.

If we take a look at our example we have the LinkManager user Rose who, due
to being created in the root domain (SecomeaVar), has access to any device
that may appear in this domain and any sub-domain.

E Tree N
P =] + (@] 5, - Roge - drag tojoin:
+ ‘EE 5 Kl ﬁ ﬂ' g %

IJ;'I-B Secomealar E AcCcount | Joined Domains | Audit
—q1 Secomealar [LinkManager #ha)
— 5 John]ahn (lohn John) Account P
= : 7 p Marme: nse
o = Rose [Rose Andersen)
[_]_vf Sites ’;‘:D‘:I‘;Ll'nt LinkManager User El
53 Printer Print @100 (Sited) - 172,11 Actount g =]
@ Printer web GUI [Site) - 172.16. Language:
— & Rose [PC-Vigion] Description:

For this exercise we therefore want to do the following:

1. Create some domains, and move device agents configured on the
SiteManager “SiteA” into these domains.

2. Move LinkManager user “Rose” to a sub-domain and grant her access to
the agent “Printer Web GUI” only.

3. Create a new LinkManager user “Jeff”, who will have access to both the
agent “Printer Web GUI" and also the agent “Printer Print 9100”, but he
should not have access to the SiteManager itself.

6.1. Create new domains and move device agents to them

1. Werright click the root domain and select Create Subdomain.

E Tree |
i~ [=] - (& &, Secomealar
# E 5 ﬁ ﬁ # g %

Iél— = Secomealar Domain ACtivity ACcou
EE Collapse r#ha) Actions I Messages I Rela

Create Subdormain ] R )
Domain Overview

Create Account

Q Create Alert - 17201 Domain name: Secornealf:

f Domain token: ROOT . SEC
Create Action 17216,

L & Rose [PC-Vision]
Accounts total on L

E)C.'m.al.n. . 1 L

2. We name the new domain “Printer GUI”
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— —— e e e e —— - Printer GUI

2k 8E L6 e X &

Iél-a Secameallar Domain Activity T Accou
M Printer GUI Actions Messages T Rela
al Secomealar (LinkManager #ha)

3 Rose [Rose Andersen) |

E_IDhn_Iu:uhn flobin John)
'*,/ Titeh Domain name: Printer GUI

Domain token: ROOT . SEC

Domain Overview

|: €25 Printer Print @100 [Sited) - 172,11
ﬁ" PrinterWebh GUI (Siten) - 172,16,

Accounts none License

3. We use the same procedure to create the domain “Printing Access”

-

PrlEl@e@ @ &

IélTa Sec?me;ar_ - Domain Activity T ACcou
M Printing Access Actions Messages T Rela
[Z7 Printer GUI -
al Secomeaiar (LinkManager #ha) |
3 Rose [Rose Andersen)

Domain Overview

E_Iu:uhn_lcuhn flohr John) r[::n"::_i" Printing Acce
W siten Domain ROOT . SECC
€25 Printer Print 9100 (Sited) - 172,11 token: ACCESS

Q" Printer Wweh GUI (Sited) - 172.16.

Accounts none License:

4. We select the agent “Printer Web GUI” and while holding down the left
mouse button, we drag the agent to the domain “Printer GUI”.

Tree

|§| E |g| || |§| |§| |§| |§| O\_ &“’- Printer weh GUI (Siten) - 172

B £ Secomeadar Device Alerts Actions
= 3 Printer GUI
W5 pinter el LU [Sites) - 172.16. Marne: Printer Web GUI

.__-:J:
— [ Printing Access

—ﬁ‘ Secomealar (LinkManager #ha)
— 3 Rose [Rose Andersen)

Product: Http agent
Serial: Oo0Se&e0097004
Creatad: 2012-02-03 15:%
Source IP: 172.16.15.1

—BJDth':'hn {akin Jakin Firmmware: agent:wl2_http_:
- dgr™ Sited
L £33 Printer Print 0100 (Sitea] - 172,11 | =3 Device GUI | - | 3XDisak
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5. We do the same for moving the agent “Printer Print 9100” to the domain
“Printing Access”

— e P i .
|E| E |3| || |ﬂ| |ﬁ| |*| |£| q G_, Printer Weh GUI [Sited)- 172

E—B Secamealar l Device | Alerts Tﬁuctiuns

= 53 Printer GUI

Li}j Printer wek GUI (Sites) - 172.16. Marme: Printer Web GUI
= 53 Printing Access Product: Http agent

L £33 Printer Print 9100 (Sited) - 172,11 serial: SR L

Created: 201z2-02-032 15:5

—ﬁ‘ Secomealar (LinkManager #ha) Source IF: 177.16.15.1
— 3 Rose (Rose Andersen] Firrmware: agent:wl9_http_1
—Ejuhn_lcuhn flohn John)
@ Siteh | EZDevice cUI | - | JXDisab

Notice that the SiteManager itself remains in the root domain.

6.2. Create adomain to hold LinkManager accounts

6. We right click the root domain and select Create Subdomain, and we cre-
ate a domain called “LinkManagers”

Tree

— . - - - - - - _'k
©rBE@E @ @ b unmnsee

IJ;'I—E Secomealar Domain Activity ACcounts
B LinkManagers Actions Messages T Relays
=1 3 Printer GUI -
Lﬁ*‘ Frinter web GUI (Sites) - 172.16. | Domain Overview
- =3 Printing Access
L £55¥ Printer Print 0100 (Sited) - 172,11 Domain LinkManagers [
nanmne:
—ﬁ1 Secomealar [LinkManager #hba) Domain ROOT . SECOME
—B Rose [Rose Andersen) token: [1]
— 3 Jobknjohn [Jobkn Jahn)
- "“ Eites Accounts none | | Licenses m

7. Now we select the account Rose, and while holding down the left mouse
button, we drag the account into the new domain.

Tree

—— P o o n n n o 'R _d 1 ,\
PreEe@e@® @ 8 Foc deaopng

Iél-a Secomealar l AcCcount I Joined Domains T

B 9 LinkManagers [1]

W = [ose [Rose Andersen) Aecount
> Rose
= =3 Printer GUI Marme:
L @7 printer web GUI [Sited) - 172,16, Account LinkManager User

Fale:
EF =7 Printing Access

Account :
L {E}" Printer Print @100 [Sited) - 172,11 Language: u
—51 Secomeaiar (LinkManager #ha) Lescription:
—B_Iu:uhn_lu:uhn flohr JahA)
i SiteA
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8. We now need to ensure that a LinkManager license is available in the do-
main “LinkManagers”. In our case we only have one “license pool” called
“SecomeaVar”, and which contains only one license.

We can choose to simply drag the license into the LinkManagers domain.
This, however, means that LinkManager accounts that potentially should be
created in the root domain SecomeaVar will not be able to use the license.

Therefore we leave the license in the root domain, and instead we “join” the
license to the LinkManagers domain.

We select the license, and we drag the icon on the right into the domain for
which the license should be available:

B 53 Secomeat/ar
= LinkManagers [1]
L £}, Rose (Rose Andersen)
= Printer GUI
L @ printerweb SUI [Sitea) - 172,16, Floating:
=3 Printing Access
L &7 printer Print 9100 [Sitea) - 172,11

License: LinkManager

Crezcription:

B 1 secomeadar LinkManager #ha)
a Johnjohr {John John)
& Sited

Tree My Account

|6| E |g| || |ﬁ| |E| |;| |E| q Q - Secomealar (LinkManager #ba) - drag to join:

E—EI Secomealar l License I Joined Domains I Sessions I Audit
B+ 53 LinkManagers [1]
|—3 Rose [Rose Andersen)

Licernse: LinkManager #ba

Crescription: |Secomea'u'ar

k r [LinkManager #ba)
523 Printer GUI Floating: 1 free of 1
I L @7 printer web GUI [SiteA) - 172.16.
=+ =7 Printing Access

L E35% printer Print 9100 [Site) - 172.11
—q1 Secomealar [LinkManager #ha)
—ajohnjohn {lohn John)

g sites

Now the license can be used for LinkManager accounts in both the root
domain, and the domain “LinkManagers”

9. We now want to create our LinkManager account “Jeff”.

We select the domain LinkManagers, right-click and select Create Ac-
count.

Tree My Account

PR EaEeE @ & nvnsesn

E‘I—B Secomeallar Domain ACtivity I ACCOUNts I Licenses I :
=8 & Link Actions Messages T Relays T Reports T A
lEE Collapse
o Domain Overview
mm Create Subdomnain r#ha) |
T Create Account A
Q F2.16. Domiain LinkManagers [1]
ﬁ Create Alert LLETLLH
ol P . Domain ROOT . SECOMEAWAR o LIMEMAMAL
s Create Adtion 17311 token: [1]
—q] Secomeavar (LinkManager #hba)
- 3 lohnjahn fohn Jahn) Accounts total on Licenses none Appli
L g™ sites LinkManager 4
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10. We fill in the minimum details for the account:

3 - [Mew account]

e

Account Name: | |leff | Disabled:
Account Role: LinkManager User :I Last Login:
- Created: 2012-02-05
Account Language: | English : Renewed:
Dascription: Expires:
4 .509
sthantication, (r0%8SMS
uthentication:
Perzon Mame: |JeffJensen ‘ #3503 ar SME\
sms )
Ernail: |Jeff@acmemc.com ‘ Password
Mabile: +45414390234 | Buration: | Permanent [ ]
Person Info: St
Address:
Zip =
7 Format:
ot [Use defauit |
Ternplate: Use default [ |
Message:
DR —— 3
[l I .......
password
N | ESIRTI

L) T r

Note: The password must be informed to the user verbally or in a separate
email

6.3. Grant domain access to LinkManagers using “Joined Do-
mains”

11. We select the account icon for Rose on the right and we drag it into the do-
main that the account should have access to.

CRREN L Q) 8w seoonn(®)

El-ﬁ Secomealar [ Account ] Joined Domains I Audit -
f—}a LinkManagers [1] -
o Re I B ! Account Name: |R05&
B3 secomeavar (LinkMan =
3 1eff Account Raole: | LinkManager User EI
= £ Prirter GUI Account Language: | English u
I L @ Printer Web GUI SiteA) - 173.16.15.172 Eiesetiptianl
= Fnting ACCEss
=7 Printing A
L £833¥ Printer Print 9100 (Sited) - 172.16.15.172
—ﬁ] SecomeaVar [LinkManager #ha)
—ajohnjohn {lahn John) Person Mame: |Rose Andersen
— gy siteh Ernail: |ph@secomea.cnm
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O\, E-Rose - drag to join: |

Iél-a Secomeallar l Account ] Joined Domains T Audit -

lf—}a LinkManagers [1]

3 Rose [Rose Andersen) PR |Rose

|§1J:;comeah'ar (LinkManager #ba) Account Role: | LinkManager User |ZI
-9 Printer GUI Account Language: | English [ ]

@7 Printer Weh GUI (Site) - 172.16.15.172 Description:
3 Printing Access

L 625+ Printer Print 9100 (Site) - 172.16.15.172

—ﬁ] Secomealar (LinkManager #ba) Ferson Marne: |Rose Anderien
—ajohnjohn fahn John) Ernail: |ph@secomea.cum
~ @7 sien Mobile 41395815

12. We now select account “Jeff”, and do the same for his account. But for Jeff
we join him to both the “Printer GUI" and the “Printing Access” domain.

Tree

— e — - eff - d join: &L
CIEREBEANCEIE Q) B eft-dregcojoi: §

IJ;'I-B Secomealfar | Account I Joined Domains Audit

1 LinkManagers

“"5 == % selecked 0 of 2 joined dornains
= =3 LinkManagers [1]
—
a1 Secomealar [LinkManager #ha)
= Jeff (|eff Jensen) &, Secomeaar LinkManagers [1]
3 Rose [Rose Andersen) é SecorneaVar, Prinker GUI

- 3 Printer GUI

;, Teft et jenser é Secomea%ar, Printing Access

. Rose [Rose Andersen)

_‘f Printer weh GUI (Sitep)- 172.16.15.172
=7 Printing Access
[ seff (1eff |ensen) )

L €83 Printer Print 100 (Sited) - 172.16.15.172
—ﬁ‘ Secomealar (LinkManager #ha)
—sjohnjohn {lohn John)

L g Siten

The end result is that when Rose logs in with her LinkManager, she will be
able to access the Printer GUI domain only and connect to the “Web GUI”
agent only:

el e

[ Logout | [ Services | [ sniffer | [ Refresh |

ROOT.5ecomeaW¥ar.Printer GUIL

O~ ROOT.Secomeavar @7 Printar Web GUI (Sitea) - 172.16,15.172 @
| & LinkMsnagers [1]

show all

javascript:doACTial);
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And when Jeff logs in, he has access to both domains and subsequently
both agents:

Y el

[ Logout | [ services | [ sniffer | [ Refresh |

ROOT.S5ecomeaV¥ar.Printing Access

E—v— ROCT.Secomeatar £557 Printer Print 9100 (Sited) - 172.16.15.172

2 LinkManagers [1]

Printer GUT

Printing Access

show all

javascriptid oA CT(al);

Understanding Audit logs

All the actions on the SiteManager we made in the previous sections are
logged on the GateManager.

It does, however, require some explanation what is logged where,
For instance if we want to check what Jeff has accessed.

If we look at Jeffs account we see what events have occurred on Jeffs ac-
count, and not what Jeff have done.

= grerarm

IR q) & et -dugrojon §

&5 teene e T
[ 5 tnnanaaere Sa [ [E][vwee ]
=
=49 LinkManagers [1] - Q
-
AT T—— s
= \aff (aff nl 2012-02-05 1515218 [Eecomeatatiohnlohn Jain account Domain: Secomeatiar, [New domain]
- . 2012-02-05 15:5%:13[8ecomeaatichnlohn Jain account
£, Rose [Rose Andersen]
v 2012-02-05 15:5%:00[8ecomeatfatiohnlehn Unjoin account
&V Jeft [Pc-vision]
2012-02-0F 15:52;53[Secomeavardohnlohn Jain account
53 Printer GUI 2012-02-05 15:44;50|SecomeavaiJohnlohn Edit account
E‘ 1 Jeff leff Jensen) 2012-02-05 15:41:12|5ecomeavatiohniohn Crests account

Dernain: Secomeavar [New domain]
Dernain: Secomeavar [New domain]
Dernaini Secomeavar [New domain]

Role: LinkManager User
. Rose [Rose Andersen)

@ Printer Wb GUI (Sited) - 172.16.15.172
B 3 Printing Access
ti ) Jeff tefi Jensen)

€237 Printer Print 9100 (Sited) - 172.16.15.172
B secomeavar LinkManager #ha)
- £ Johnjohn {ohn John)
L@ siten

What we should look at, is Jeff's appliance, which represents the specific
PC on which Jeff's account has been activated:

= Y - ——— T - T e T

7= (R (s (2 L )eff [Pe-vision] in £ LinkManagers [1]

BRI q )

B 53 Secomeabar Appliance | Alerts | Actions | Audit
=]

B Linkbanagers k
Al [=] 1 meek []
LinkManagers [1] c2IEN

5" secomeavar [LinkManager #ha) Information
[0t (1ff Jensen)

2012-02-05 P —— , Device: ROOT.Secomeatar Printer GUI 15
£, Rose (Rose Andersen 16:04:09 Printer Web GUI (SiteA) - 172,16.15.172
= an] P— , Device: ROOT.SecomasvarPrinter GUI 1

Printer GUI 16:04:07 Printer Web GUI (SiteA) - 172,16,15.172

2012-02-05 Device: ROOT,5ecomeal/ar Printing Accass

[ N1eff (eff Jensen) 16:04:03 DXl BiEEsmrES *  Drinter Brint 9100 (SiteA) - 172.16.15.172
© Rose [Rase Andersen] 2012-02-05 ST Device: ROOT,Secomeat/ar Printing Access
@ Printerweb GUI (Sited) - 172.15.15.172 16104101 Printer Print 3100 (Sited) - 172,16.15,172

3 Printing Access i:‘gﬂ'\“’;“ Appliance Connect o aomiff130,226, 21016711444

[ @ttt appiance isconnest+  Reconnas
95 Printer Print 9100 iSiteAl- 172.16.15.172 16100010

The reason for this is that Jeff’'s account could be installed on different PCs
that are operated by different people.
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Appendix A, Supplementary publications

This document is kept updated at this location:

http://info.secomea.com/premium

This document assumes you had performed the steps of the
GateManager5 BASIC guide and is therefore a natural extension to the
guide found here:

http://info.secomea.com/basic
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Notices

Publication and copyright

© Copyright Secomea A/S 2012. All rights reserved. You may download and
print a copy for your own use. As a high-level administrator, you may use what-
ever you like from contents of this document to create your own instructions for
deploying our products. Otherwise, no part of this document may be copied or
reproduced in any way, without the written consent of Secomea A/S. We would
appreciate getting a copy of the material you produce in order to make our own
material better and — if you give us permission — to inspire other users.

Trademarks

SiteManager™, LinkManager™ and GateManager™ are trademarks of
Secomea A/S. Other trademarks are the property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the
products described herein without notice. The publication of this document does
not represent a commitment on the part of Secomea A/S. Considerable effort
has been made to ensure that this publication is free of inaccuracies and omis-
sions but we cannot guarantee that there are none.

The following paragraph does not apply to any country or state where such pro-
visions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGE ALLEGED IN
CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.

Secomea A/S
Denmark

CVR No. DK 3136 60 38

E-mail: sales@secomea.com
WWW.Secomea.com
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